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Preface

Thank you for choosing Tenda! Please read this user guide before you start.

Conventions

This user guide applies to the following CREss used for illustrations here unless otherwise
specified. The contained images and Ul screenshots are subject to the actual products.
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Description

500mOutdoor Point to Point CPE
2Km Outdoor Point to Point CPE
2.4G Long RandeutdoorAccess Point
5Km Outdoor Point to Point CPE
5GHz 11ac 23dBi Gigabut@oor CPE

5GHz 11ac 867Mbps 12dBi Outdoor CPE

Thetypographicaklementsthat may be found in this document are defined as follows

Item

Cascading enus
Parameter and value
Variable

Ul control

Message

Presentation Example

> System> Live Users

Bold SetUser Nameo Tom

Italic Format XXXXXXXXXXXX

Bold On thePolicypage, click th@©Kbutton.
ag ThedSuccessmessage appears.

The symbols that may Heund in this document are defined as follaws

Symbol

@NOTE

Prie

Meaning
This format is used to highlight information of importance or special interest.

Ignoring this type of note may result in ineffective configurations, loss of data o
damage to device.

Thisformat is used to highlight a procedure that will save time or resources.



Acronyms and Abbreviations

Acronym or Abbreviation Full Spelling

AP Access Point

ARP Address Resolution Protocol

AES Advanced Encryption Standard
CPE Customer Premisdsquipment
CCQ Client Connection Quality

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

DDNS Dynamic Domain Name Server
GMT Greenwich Mean Time

IP Internet Protocol

ICMP Internet Control Message Protocol
LAN Local Area Network

MAC Media Access Control

PoE Powerover Ethernet

P2MP Pointto-MultiPoint

PVID Portbased VLANID

RADIUS Remote Authentication Dial In User Service
SSID Service Set Identifier

TCP Transmission Control Protocol
TKIP Temporal Key Integrity Protocol
UDP User Datagram Protocol

VLAN Virtual Local Area Network

WAN Wide Area Network

WEP Wired Equivalent Privacy

WLAN Wireless Local Area Networks

WMM Wi-Fi multtmedia



Acronym or Abbreviation Full Spelling
WPAPSK WPAPreshared Key

WPA Wi-Fi Protected Access



Getting more documents

If youwant to get more documents of the device, visitvw.tendacn.conandsearch for the
corresponding product model. The related documents are listed as below:

Document Description

It introduceshow to set up the device quickly for internet access, the
Quick Installation Guide  descriptions of LED indicators, ports, and buttons, FAQ, statement informati
and so on.

It introduces how to set up more functions of the device for more requiremen

User Guide including all inctions on the web Ul of the device.

It introduces the basic information of the device, including product overview,

Data Sheet . . e
selling points, and specifications.

Technical Support

If you need more help, contact lay any of the followingneans We willbe glad to assist you as
soon as possible.
Global:(86) 75527657180

Toll FreeMon - Fri 9 am 6 pm
(China Time Zone)

& United States: B00-570-5892 -
\‘ Toll Free: Dailg4 hours “ support@tendacomgn
Hotline Email

HongKong: 008581931998

Toll FreeMon - Fri 9 am 6 pm
(China Time Zone)


http://www.tendacn.com/
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Applicationscenario

1.1 ISP hotspot connectiotWISP node

An apartment needs tbridge an ISP hotspot for internet access.

1.1.1 Solution

Tenda CPE caneetthis demand

O4is used as an example to illuestie the installation procedure Procedures for other CPEs are
similar.

QT\P

To establish the network quickly, you are recommended to seéhapCPEs before installing them.

1.1.2 Set up the CPE

Step 1 Connect the computer to th€PE
1. Uncover the housing of thePE

2. Use an Ethernet cable to connect tReE/LANMWAN port of the device to thd?oEport of
the PoE injector.

3. Use the included power adapter to coget the PoE injector to a powsocket The
LAN WAN LEDnNdicatorof the CERights up.

4. Use an Ethernet cable to connect your computer to ttAdNport of the PoE injector.
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Step 2 Set theCPHo WISPmode.

1. Start a web browser on your computer, and vi€2.168.2.1 Enter your user name and
password (defaultadmin/admin), and click.ogin

04V1.0

Default user name: admin

Default password: admin rert

Q English v

Forget password?

2. SelectWISP and clickNext.

Quick Setup \

Select a working mode:

@ AP In this mode, the device creates a wireless network based on the current wired network.
© Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP,
© Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

@® WISP In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

© Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

wireless access point.

© P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

© Router connect to modem in wired manner, and provide network access point




3. Select the SSIaf your ISP (Internet Service Provider) hotspahich isTenda_123456n
this example, and cliddext.

Quick Setup=>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan () Scan again

Upstream AP Tenda_123456

Signal
Select SSID Channel MAC Address Security Mode , RIE
Strength
. Tenda_123456 1 50:2B:73:FE:F5:79 WPAZ2-PSK,AES 1.]1“

4. Enter the WiFi passworaf your ISP hotspah the Keytext box and clickNext.

Quick Setups>WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address 50:2B:73:FEF5:79

Channel 1(2412) v
Security Mode WPAZ-PSK v
Encryption Algorithm ® AES TKIP TKIP&AES
Key | seeesses

PrEVi ous m

5. Select the Internet Connection Type of your ISP hotspbich isPPPoEn thisexample
Enter the PPPoE user name and password provided by your ISP, ahgxtick

Quick Setup>>WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP.
and click "Next".

Internet Connection Type DHCP (Dynamic IP) Static [P Address ® PPPoE
PPPoE User Name

PPPoE Password

PrEViDus m



6. Customize the&sSIandkey, andclickNext.

Quick Setups>WISP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

SSID(Wireless Network Tenda

Mame)
Channel 1(2412) v
Security Mode WPAZ-PSK v
Encryption Algorithm  ® AES TKIP TKIP&AES
Key | seeenses

Pr EVi ous m

7. Setan|P addresselonging tadifferent network segment as that gfour ISP hotspot~or
example|f the IP address ofour ISP hotspot & M pH ®Mcy ®PH DM &2dz Ol y
address to 192.168.1 (Xranges fromD to 254 excluding?). Then clickext

Quick Setup>>WISP

Specify the device with an IP address whose network segment is different from that of IP address of ISP access point

or upstream AP.

IP Address 192.168.3.1

Subnet Mask 255255 2550

pr EVi ous m

8. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>WISP

The device is set to WISP, click "Save” to apply the settings.

pFEVious m

—-End

When LED1, LED2, and LHEficatorsof the deviceare blinking the device is connected to your
ISP hotspot successdiiul



1.1.3 Instal the CPE

Step 1 Place thedevice atan elevated position in the open air

Step 2 Uncoverthe housingsof the device, and connect thieoE/LAMWAN port of the device to
the WAN port of your wireless routefheLANWAN LEDindicatorlightsup.

Step 3 Adjust theR S @4 ddé&:tdn or location on the selected pole uritie LED1, LED2 and
LEDS of thelevice light up.

Step 4 Use theplasticstraps to attach thalevice to the pole.

CPE: WISP mode

I Router E
(—

ISP hotspot

—-End



1.2 CCT\survelllance

To ensure the safetygf employees and property, a video surveillance system needs to be installed
in a building site.

1.2.1 Solution
Tenda CPE caneetthisdemand

M4 is used as an example to illustie the installation procedure Procedures for other CPEs are
similar.

1.2.2 Set up theCPEs

QT\P

At least twoCPEsire required for bridging.

Option 1: Automatic bridging fecommended)

gNOTE

Automatic Bridgngis only applicable when thePEgare in factory settings

When performing peeto-peer bridging ensure that only two CPEs are powered on nearby.
Otherwise, the peeto-peer bridging may fail.

For peerto-multiple peers bridging, perform pego-peer bridging first, and then power on the
rest CPEs within 30 minutes.

A CPEan bridge tdl5 CPEs at nrsi.
Scenario 1: Peeto-peer bridging

Step 1 Place the twaCPE®ext to each otherseethe following figure.
= 2\ )

Tenda Tenda

CPE1 CPE2



Step 2 Removehe housing of eacRPEand use théncluded PoE injectors to powdrem on
Wait until theLAN/WANLED indicators of thEPE#ight up.

Step 3 Wait for the two CPE$0 negotiate and connect to each other automatically. The
following LED indicator status indicates successful connection of th€ Rits

LED1 LED2 LED3

N\

AP mode

Client mode

LED 1, 2 and 3 indicators

LED 1, 2 and 3 indicators
blink

light solid on

I:/|NOTE

If the bridging succeeds, the DHCP servers of theGRBsire disabled, and the IP address of the
CPBEworking in Client mode changes to 192.168.2.2.

Refer to your actual product for the supported PoE power supply distance.

If the pee-to-peer automatic bridging fails, reset the two CPEs to factory settings, and try again.
Reset methodWhen the CPEs are working properly, hold down the reset button for about 8
seconds, and then release it. When all LED indicators light up, the @Btried to factory settings
successfully.

—End



Scenario 2: Peeto-multiple peers bridging

Step 1
Step 2

Refer toPeerto-peer bridgingto make any two CPEs bridge to each other.

Within 30 minutes after the peetio-peer bridging succeedplace the rest CPEs whiale

in factory settings near the CPE with the LED1, LED2, and LED3 indicators solid on and
power them on. Wait about 1 minute. When the LED1, LED2, and LEDS indicators of these
new-added CPEs keep blinking, the peamultiple peers bridging succeeds.

-

Tenda

Client mode

LED 1, 2 and 3 indicators blink

Tenda

(—
Client mode

Tenda

LED 1, 2 and 3 indicators blink

CPE 1: AP mode

LED 1, 2 and 3 indicators ligl
solid on

CPE 16



QT\P

If the LED1, LED2 and LEDS indicators of aaueled CPE turn off after it powered on for 1
minute, the bridging fails. Reset the CPE to factory settings, and wait until its LED1, LED2 and LED3
indicators keep blinking.

When using O2 to perform pe¢o-multiple peers bridginggafter the peerto-peer bridging
succeeds, place thest CPEs which are in factory settings rtearCPE with the LED1, LED2, and
LED3 indicators solid and power them orin 3 minutes

If the bridging still fails, try manual bridging. Refeigant modefor details

Option 2 Manual bridging

Step 1 Place the twaCPE®ext to each other.

=\ )
Tenda Tenda

| | —
CPE1 CPE2



Step 2 Connect the computer t€PH.
1. Uncover the housing €€PE1

2. Use an Ethernet cable to connect tReE LAN/WANbort of CPE10 the PoE port of the
PoE injector.

3. Use the included power adapter to connect the PoE injector to a power socket. The
LAN/WANLED indicator of th€PE1lights up.

4. Use an Ethernet cable to connect your computer to tNport of the PoE injector.

AN LAN/WAN

PoE Injector

Computer

Step 3 SetCPElo AP Mode

1. Start a web browser othe computer, and visit92.168.2.1 Enter your user name and
password (defaultadmin/admin), and click.ogin

Default user name: admin

Default password: admin Pt

9 English v

Forget password?

10



2. SelectAP, and clickNext.

Quick Setup

Select a working mode:

® AP In this mode, the device creates a wireless network based on the current wired network
O Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
0 Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

O WISP  In this mede, this device connects to an access point provided by ISP in wireless manner, and provides the

'.«-i’e ess network.

O Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

wireless access point.

O P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

O Router connect to modem in wired manner, and provide network access point

3. Set anSSIDwhich isTenda_123456n this exampleSecurity Mode, whichis WPA2PSKn
this example andKey, and clickNext

Quick Setup>>AP

You can set up your wireless network name and wireless password here.

Mote down your wireless password.

SSID Tenda_123456
Channel Auto v
Security Mode WPA2-PSK v
Encryption Algorithm @ AES ) TKIP ) TKIP&AES

Koy | seeness

PrE\‘ri e m

4. ClickSave and wait until theCPEeboots automatically to activate the settings.

Quick Setup>>AP

The device is set to AP, click "Save” to apply the settings.

pFEVious m

Step 4 SetCPE2o Client Mode

1. Perform the procedure istep 2Connect the computer t€PE10 connect the computer to
CPE2

11



2. Start a web browser on your computer, and vi€i2.168.2.1 Enter the login user name
and passworddefault: admin/admin), and click.ogin

04V1.0

Default user name: admin

Default password: admin rert

Q English v

Forget password?

3. SelectClient, and clickNext.

Quick Setup

Select a working mode:

@ AP In this mode, the device creates a wireless network based on the current wired network.
@ Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
© Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

© WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

© Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

wireless access point.

© P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

© Router caonnect to modem in wired manner, and provide network access point

12



4. Select the SSlaf CPEYou set which isTenda_123456n this example, and clidkext.

Quick Setup>>Client

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan () Scan again
Upstream AP Tenda_123456

Transparent Bridge

Select SSID Channel MAC Address Security

. Tenda_123456 1 50:2B:73:FE:F5:79 WPA2-PSK,AES M

If there is no wireless network is scanned, chod&eeless>Basi¢ and ensure that the wireless
function is enabled. Then try again.

5. Enter the WiFi password you det CPE1In the Keytext box and clickNext.

Quick Setup= >Client

Ensure that the device uses the same channel, encryption, and encryption algerithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address 50:2B:73:FEF5:79

Channel 1(2412) hd
Security Mode WPAZ2-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Key | seeesses

prEVi ous m

13



6. Sd the IP addresd¢o an unused IP address belonging to the same network segment as that
of CPE1For example, if the IP addressGPE1s 192.168.2.1, you can set tlgPR a Lt
address to 192.168.X(Xranges from 2 to 254). Then clidlext.

Quick Setup>>Client

Set the [P address to an unused IP address belenging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 2552552650

Default Gateway 192.168.2.254
Primary DNS Server 8.8.88

Secondary DNS Server 8844

PreViDus m

7. ClickSave and wait until theCPEeboots to activate the settings.

Quick Setup>=>Client

The device is set to Client, click "Save" to apply the settings.

PrEVIOUS m

—End

When LED1, LED2, and LEDGREBre solid on, and LED1, LED2, and LED®Bfare blinking
the bridgng succeeds.

If you want to perform peeto-multiple peers bridging, refer t8tep4 to bridge them to the WiFi
network of the CPE with the LED1, LED2 and LED3 indicators solid on.

QT\P

You can check the SSID and key of the CPE1 or CPE2 by dWiedess> Basicafter logging in to the
web Ul.

1.2.3 Instal the CPEs

TheCPHKtransmitter in AP mode) with LED1, LED2 and LED3 solid on should be connected to the
switch connecting to a network video recorder (NVR).Bgarel below

TheCPHEreceiver in Client mode) with LED1, LED2 and LED3 blinking should be connected to the
switch connecting to a monitoring IP camera. Segire Zbelow

Detailed procedures are as follows:

Step 1 Place the transmitter in the open air at the point where the NVRgated. Place the

14



receiver in the open air at the point where the IP camera is located.

Step 2 Uncoverthe housingsof the two CPEsand connect thé?oE/LANWAN ports of the CPE
to POE injectarespectively TheLAN WAN LEDndicatorslight up.

Step 3 Adjust thetwo CPE&irectionor location untilthe LED1, LED2 and LED3 oftthe CPEs
light up.

Step 4 Use the plastic straps to attach tiwo CPE$o the poles respectively

el
CPE1: AP mode .
CPE2: Client mod
IP camera
Switch
hhd &
1 It
Computer—— .
NVR

Check the LED1, LED2 and LED3 indicators @RBeto confirm whether the positions are
proper. The more LED indicators light up, and the better the connection quality is. The LED
indicator descriptions of the CPEs below are for reference.

LED Indicator Status Description

There is device connected to the CPE.

. Solid on: The CPE may work in AP, Repeater, P2MP or Rc
mode.

. Blinking: The CPE may work in Client, Universal Repaater
WISP mode.

Each LED indicator corresponds to a received signal
strength value. When the received signal strengtlthe
Solid onBlinking CPE reaches the RSSI threshold, the corresponding |
LED1, LED2, LED3 indicator lights up. You can judge the connection qual

(Received signal strength based on the statuseof the LED indicators.

LED indicators)
By default, the minimum signal strength of LED1, LEL

and LED3 aré®0 dBm-80 dBm and70 dBm. You can
change them on th&Vireless> Advancedpage of the
web Ul of the CPE.

No device is connected to the CPE, or theeivedsignal
Off strengthis less than the RSSI threshold (defaQi:
dBm).

15



Login

2.1 Login
When you log in to the web Ul at the first time or after thePEs reset to factory settings, follow
the steps below:
Step 1 Connect thecomputer tothe device
1. Uncoverthe housingof the device

2. Use an Ethernet cable to connect tReE/LANport of the CPHo the PoEport of the
includedPoEadapter.

3. Use the included power adapter to connect the Raapterto a powersource The
LAN WAN LEDndicatorof the device lights up.

4. Use an Ethernet cable to connect your computer to tAdNport of the PoEadapter.

GEOE port

Step 2 Start a web browser on your computer, and vi®i2.168.2.1Enteryour user name and
password (defaultadmin), and click_ogin

QTIP

For the security of your network, you can change the login user name and password by cfiootRrg
Account

16



Default user name: admin

Default password: admin et

Q English v

Forget password?

—End

If you want to log in to the web Ul after th€PHEs set to AP mode, Client mode, Universal
Repeater mode, Repeater mode or P2MP mo#étdlow the steps below:

Step 1 Connect thecomputer tothe CPE or the switch connected to the CPE

Step 2 Set the IP address of the computer to an unused one belonging to the same network
segment of the IP address of tHPE

For example, if the IP address of tG@Hs 192.168.2.1, you can set the IP address of the
computer to 192.168.X (Xis an unused digit ranging from 2 to 254), and subnet mask to
255.255.255.0.

Internet Protoceol Version 4 (TCP/IPvd) Properties m

General

You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 168, 2 . 20
Subnet mask: 255,255,255, 0
Default gateway:

Obtain DNS server address automatically
(@ Use the following DMS server addresses:

Preferred DMS server:

Alternate DNS server:

[ validate settings upon exit

[ ok || canca ||

ﬁ

17



Step 3 Start a web browser on your computer, and vieg IP address of the CPE

Step 4 Enterthe loginuser nane and passworgou set(default:admin), and click.ogin

Default user name: admin

Default password: admin et

o English v

Forget password?

—End

QTIP

Refer toHow to assign a fixed IP address to your compiméppendixfor detailsof step 2 above.

If the CPHs set toAP, Client, or Universal Repeatemode, check its IP address in the client list of the
upstream device.

If the CPHs set toRepeateror P2MPmode, use the IP address you changed when you set it to these
modes to log in to the web UI. If you do not change it, try 192.168.2.1.

If you wantto log in to the web Ul after the CPE is set to WISP or Router mode, follow the steps
below:

Step 1 Connect thecomputer tothe CPEor the switch connected to thEPE

Step 2 Check the gateway IP address of the computer, and we assume that it is 192.168.0.1 in
this exanple.

Step 3 Start a web browser on your computer, and vi$0.168.0.1

Step 4 Enterthe loginuser name and passwordnd click.ogin

18



04V1.0

Default user name: admin

Default password: admin et

Q English v

Forget password?

—End

QTIP

Refer toHow to check the gateway IP address of a compiméppendix to get the gateway IP address
of your computer.

After successful loginhée following page appears.

Current Mode: AP

M- Status Quick Setup

4> Quick Setup Select a working mode:

@ AP In this mode, the device creates a wireless network based on the current wired network

Network . )
@ O Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
= Wireless © Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

2 WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

I I Y

X Advanced wireless network.

(O Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless
#, Tools access point.,

© P2ZMP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

O Router connect to modem in wired manner, and provide network access point

2.2 Logout

The CPE logs you out when you:

i Click theLogoutbutton on the uppesright corner of the web Ul
i Close the web browser

Perform no operation within thégin timeout interva(default: 5 minutes)You can change the
login timeout interval on théAdvanced> Network Servicepage.
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eIWeb Ul

3.1 Web Ul layout

The web Ul of theleviceis mmposed o# parts, including théevell navigation treglevel2
navigation tree, tab page area, and configuration area. See the following figure.

e Current Mode: AP
N Status LAN Setup e a
47 Quick Setu MAC Address C8:3A:35:15:87:50
& Network IP Address Type Static IP Address v
DHCP Server
DHCP Client Subnet Mask 2552552550

LA g Default Gateway 0.0.0.0

T Wireless
Primary DNS Server 0.0.0.0
X Advanced
Secondary DNS Server 0.0.0.0
B Tools Device Name | O4V1.0
No. Name Description

Levell navigation tree

The navigation bars and tab pages display the function menu of tt
Level2 navigation tree  device When you select a function in navigation bar, the

configuration of the function appears in the configuration area.
Tab page area

Gonfigurationarea It enables you to view and modify configuration.
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3.2 Commonbuttons

The following table describes the commbuttons available on the web Ul

Common Buttons Description
Refresh It is used to update the content of the current page.
m It is used to save theonfiguration on the current page and enable the configuratic
to take effect.

It is used to go back to the original configuration without saving the configuration
the current page.

Cancel

a It is used to view help information corresponding to the settingghe current page.
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Quicksetup

This module enables you to quickly configure dleeiceor change the working mode of thePE
to deploy your wireless network

The CPEBupportsthe following working modes:

AP In this modethe device creates a wireless network based on the current wired
network.

Client In this mode, the device works as a wireless adapter to cortodbie wireless
network of upstream AP.

Universal Repeatetn this mode, this device extends an existing wireless network for
broader network coverage.

WISPIn thismode, thisdevice connects to hotspotprovided by ISP in wireless
manner, and provides the wireless network.

RepeaterIn this mode, the device connects to multiple wired networks through
wireless bridge, and provides wireless axpoint.

P2ME In this mode, the device connects to multiple wired networks through wireless
bridge, but does not provide wireless access point.

Router In this mode, the deviceomectsto amodem in wired manner, and provida
wirelessnetwork.

22



4.1 AP mode

In AP mode, this device connects to a wired network, and provides a wireless network for wireless
clients.

Application scenario 1

The CPE can be usedttansformawired network to a wireless one for your wireless devices to
access the internefThe network topology is shown as below:

— )))

renda AP mOde

—>

Application scenarid@

The CPE in AP mode usually works with another CPE in clientorestablish &2CCTV
surveillancenetwork. Set oneCPHo AP mode andonnectit to the NVR and the other to Client
mode, and connect it to an IP cameTde network topology is shown as below:

) .

AP mode Client mode
Tenda ))) ((( Tenda

Switch
VAN
: T g
\j L8]

IP Camera

L Ei=®iD
NVR

Computer
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Configuration procedurs:

Step 1 Log in to the web Ul of the CPE and chd@se&k Setugdo enter the configuration page.
Step 2 SelectAPmode and clickNext.

Quick Setup

Select a working mode:

® AP In this mode, the device creates a wireless network based on the current wired network

Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network,

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

Router connect to modem in wired manner, and provide network access point

Step 3 Set an SSIWhich isTenda_12345@n this exampleSecurity Mode, which isWPA2PSK
in this exampleandKey, and clickiNext

Current Mode: AP

Quick Setup>>AP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

* SSID Tenda_123456

Channel Auto v
* Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
% Key | weeeeees

preViDus m

Step 4 ClickSave and wait until the device reboots automatically to activate the settings.
Quick Setup>>AP

p reViou s m

The device is set to AP, click "Save” to apply the settings.

—End

Parameters description
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Name

Working modes

SSID

Channel

Security Mode

Encryption Algorithm

Key

Description

It specifies the working mode of thievice.

APmode:In this mode, the device creates a wireless network based on the currer
wired network.

It specifies the wireless network name of this device.

It specifies the operating channel ofistdevice Select a less used channel in the
ambient environment to reduce interference.

Auto: It indicates that thaleviceautomatically adjusts its operating channel accordi
to the ambient environment.

It specifies the secuyi mode of the wireles network includng: None WPAPSK
WPA2PSKandMixed WPA/WPAPSK

Clicking the hyperlink navitges you to the elaborated description of the
corresponding security mode.

It specifies theencryption method of the wireless network.
. AES|t indicates the Advanced Encryption Standard.

. TKIP It indicates the Temporal Key Integritsocol. If TKIP is used, the maximun
wireless throughput of théeviceis limited to 54 Mbps.

. TKIP&AES indicates that both TKIP and AES encryption algorithms are suppo
Wireless clients can connect to the wireless network corresponding tedlezted
SSID using TKIP or AES.

It specifies thaWViFi password of the wireless network.
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4.2 Client mode

In Client mode, this device serv@as a wireless adapter, and connects to a wireless network of
upstream APThe CPE is unable to be connected by wireless devices in this mode.

Application scenario

The CPE in AP mode usually works with another CPE in clientonestablish a CCTV
surveillancenetwork,and use the CPE to connect to IP camerags network topabgy is shown as
below:

AP mode Client mode
Tenda ))) ((( Tenda

Switch

Cweeww|  yich
T i U "-’
P | 9 8)

AN

L JE=ei0
Computer

i IP camera

Configuration procedurs:

Step 1 Log in to the web Ul of CPE and choQskck Setupto enter the configuration page.
Step 2 SelectClient, and clickNext.

Quick Setup

Select a working mode:

AP In this mode, the device creates a wireless netwo 2ased on the current wired networ
® Client In this mode, the device OrKks as a reless agapiler 1o connect 10 TNE WIreless Netwo of upstream AP

Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage
WISFP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides
P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

Rolltel' connect 1o modem In ea manner, and provide network access point
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Step 3 Select the SSI@f the peer devicewhich isTenda_12345n this exampleand clickiNext
at the bottom of the page

Quick Setup==Client

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan (:] Scan again

Upstream AP Tenda_123456

Select SSID Channel MAC Address Security Mode Signal
Strength
O Tenda_123456 165 C8:3A:35:15:86:A1 WPA2-PSK AES ﬁqﬂ
<QTIF‘

If you cannot find any SSID from the list, chodseesless> Basicand enablethe wireless function.
Then try again.

If you cannot find the SSID thie CPEn AP moddrom the list, adjust the direction of CREclient
mode, and move it close to th€EPE in AP mode

Step 4 Enter the WiFi passworidr the selected WiFi networkenda 12345 the Keytext box
and clickNext

Quick Setup=>Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
% Koy | seewesns

pr EVi ous m
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Step 5 Set the IP address to an unused IP address belonging to the same network segment as
that of the peer deviceFor exampleif the IP address dhe peer devicas 192.168.2.1,
you can sethe IP addressf the deviceto 192.168.2X(Xranges from 2 to 254). Then
clickNext.

Quick Setup>>Client

Set the IP address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 255255 2550

Step 6 ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>Client

The device is set to Client, click "Save" to apply the settings.

—-End

When LED1, LED2, and LEDB®fpeer devicare solid on, and LED1, LED2, and LED®&PE
are blinking the bridgng succeeds.

Parameters description
Name Description

It specifies the working mode ofithdevice

Working modes Client mode In this mode, the device works as a wireless adapter to connect to the
wireless network of upstream AP, and does paivide wirelesmetwork.

Upstream AP It specifies the wireless network name (SSID) of the upstream AP.

It specifies the operating channel of théiFi network to be bridged. Will be

Channel automaticallypopulated when you select an SSID to bridge.

It specifies thesecurity modeof the WiFi network to be bridged. Will be automatically
Security Mode populated when you select an SSID to bridge. If the WiFi network to be bridged ha
WiFi password, you need to enter the password manually.
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4.3 Example of AP mode alclient mode

Network requirement

You want to use two CPEs to establish a GOmillancenetwork.

QT\P

A CPE can support several IP camerasnidb@mumnumber of IP cameras can be calculated with the
following formula:
Number of IRRameras=Transmitted/received rate of the CPE / Data rate of IP camera

Solution

i Set CPEL1 tihe AP mode, and connect it to the NVR.
i Set CPEZ2 to the Client mode, and connect it to IP cameras.

Network topology
CPE1AP mode CPEZ2Client mode
Tenda ))) ((( Tenda
Router
Switch
/N
&
@
)
I IP camera
Computer

Configuration procedurs

Step 1 SetCPE1o APmode.
1. Log in to the web Ul of CPE1, and cho@s&k Setugo enter the configuration page.
2. SelectAPmode and cliciNext
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Quick Setup

Select a working mode:

® AP  In this mode, the device creates a wireless network based on the current wired network
O Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
O Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

O WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

O Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

O P2ZMP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

O Router connect to modem in wired manner, and provide network access point

3. Set an SSIWhich isTenda_123456n this exampleselect aSecurity Mode (WPA2PSK is
recommended and customize &ey, and clickNext.

Current Mode: AP

Quick Setup>>AP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

* SSID Tenda_123456

Channel ‘ Auto v
* Security Mode | WPA2PSK v
Encryption Algorithm @ AES O TKIP () TKIP&AES

% Key | eweverss

pre“rious m

4. ClickSave and wait until the device reboots automatically to activate the settings.

Quick Setup>>AP

The device is set to AP, click "Save” to apply the settings.

Previous Save
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Step 2 SetCPR to Clientmode.
1. Log in to the web Ul of CPE2 and choQséck Setugo enter the configuration page.

2. SelectClient, and clickNext.

Quick Setup

Select a working mode:

AP In this mode, the device creates a wireless network based on the current wired network
® Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
Universal Repeater In this mede, this device extends an existing wireless network for breader network coverage
WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless network.
Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides
wireless access point.
P2ZMP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide
wireless acc
modem in wired manner, and provide netwo res r

Router connect to modem in wire

3. Select the SSlaf the CPEAwhich isTenda_123456n this example, and clidkextat the
bottom of the page

Quick Setup>>Client

Click "Scan", and select the wireless network you want to connect,

and click "Next".

Scan 0 Scan again

Upstream AP Tenda_123456

Signal
MAC Address Security Mode s
Strength

Select SSID Channel

C8:3A:35:15:86:A1 WPA2-PSK,AES M

O Tenda_123456 165

QTIP

If you cannot find any 83 from the list, choos®Vireless> Basicandenablethe wireless function

Then try again.
If you cannot find the SSID of CPEL from the list,sadje direction of CPE2, amdove it close to

the CPEL.
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4. Enter the WiFi password you set GFPE1In the Keytext box and clickNext.

Quick Setup==Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP Tenda_123456

Upstream AP MAC Address C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
% Koy | eeesssns

prEViDUS m

5. Set the IP address to an unused IP address belonging to the same network segment as that
of CPE1For exampleif the IP address dEPE1s 192.168.2.1, you can sie IP addressf
the deviceto 192.168.2X(Xranges from 2 to 254). Then clidlext.

Quick Setup>>Client

Set the IP address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 255255 2550

6. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>=>Client

The device is set to Client, click "Save" to apply the settings.

pFEViOUS m

—End

When LED1, LED2, and LEDGREHre solid on, and LED1, LED2, and LECPBfare
blinking the bridgng succeeds.

QTIF’

You can chdcthe SSID and key of CPE2 by chodafingless> Basicafter logging in to the web UI.
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Verification

Qurveillancevideos can be seen on the computer in the side of CPEL.
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4.4 Universalrepeater mode

In Universal Repeatenode, thisdeviceexpands your Wikietwork for broader network coverage.
Advantage of Universal Repeater compared Wdtipeater modeThis mode does not require that
the upstream AP supports WDS function.

Application scenario

The CPHEs usedo extendyour existing wireless networklhe network topology is shown as
below:

)

Universal repeatemode

| e
e 1L

Wireless puter

Configuration procedurs:
Step 1 Log in to the web Ul of the CPE and cha@s&ck Setugo enter the configuration page.

Step 2 SelectUniversal Repeaterand clickNext.

Quick Setup

Select a working mode:
AP
Client

® Universal Repeater

WISP

Repeater

P2MP

Router
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Step 3 Select the SSI@f the routerand clickNextat the bottom of the page

Quick Setup>>Universal Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".

Scan D Scan again

Upstream AP WIFi_123456

Select SSID Channel MAC Address Security Mode Signal
Strength
O WiFi_123456 165 C8:3A:35:15:86:A1 WPA2-PSK AES 1.]1“
<;)TIF‘

If you cannot find the SSID of the router from the list, ensure that the WiFi network of the router is
enabled. Only the WiFi networks tite samebandas that of the CP&ill be displayed in the list.

Step 4 Enter the WiFi passwomaf the routerin the Keytext box and clickNext.

Quick Setup=>>Universal Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP WiFi_123456

Upstream AP MAC Address CB8:3A:35:15:8&:A1

Channel 165(5825MHz) v
Security Mode WPAZ2-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Koy | sesssene

Step 5 Set the IP address to an unused IP address belonging to the same network segment as
that of the router. For examplef the IP address dhe routeris 192.168.2.1, you can set
GKAAd RSQOAOSQa L X(Xrangd? Ndn2 &0 2542 Thenglisléxvi c y ®H ®

Quick Setup>>Universal Repeater

Set the [P address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 255.255.255.0

Previous Next
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Step 6 ClickSave and wait until the device reboots to activate the settings.

==

The device is set to Universal Repeater, click "Save" to apply the settings.

Previous

—End

When the LEDLEDZ2, and LEDS3 are blinking, the bridging succeeds. The WiFi name and password
of the device are the same as those of the wireless router.
To access the internet with:
Wireless devices: Connect the wireless devices, such as asmoas, to the WiFi netark of
the CPHRusing theSSID and key of the wireless router
Wired devices: Connect the wired devices, such as a computer, to the LAN port of the power
adapterwhose PoE poiis connected to the CPE, or the switch connected to the LAN port of
the power adapter.
Parameters description

Name Description

It specifies the working mode of igdevice

Universal Repeater moddn this mode, tle device expands your WiFi network for
Working modes broader network coverage.

Advantage of Universal Repeater compared with Repeater mode: This mode does n
require that the upream AP supports WDS function.

Upstream AP It specifies the wireless network name (SSihe upstream AP.

Channel It specifies the operating channel of theéiFi network to be bridged. Will be

automaticallypopulated when you select an SSID to bridge.

It specifies thesecurity modeof the WiFi network to be bridged. Will be automatically

Security Mode populated when you select an SSID to bridge. If the WiFi network to be bridged has
password, you need to enter the password manually.
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4.5 Example ofuniversal repeater mode

Network requirement

You already had a wireless router in your office, but in ymmferenceroom, the wireless signal is
weak. Now you want to have a larger WiFi network coverage throughcgmierenceroom.

Solution

Set the CPE tdniversal Repeatemodeto extend the WiFnetwork of the router.
Assume that the SSID and password of the router are shown as follows:

i SSIDWIiFi_123456

i Password 12345678

Network topology
— )
“** | Universal repeater mode
5 - "
j Router
~ SSIDWiFi_123456
Password 12345678

Configurationprocedures

Step 1 Log in to the web Ul of the CPE and chd@se&k Setugdo enter the configuration page.
Step 2 SelectUniversal Repeaterand clickNext
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Quick Setup

Select a working mode:

2 AP In this mode, the device creates a wireless network based on the current wired network
O Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
@® Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

O WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

0 Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

QO P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

O Router connect to modem in wired manner, and provide network access point

Step 3 Select the SSI@f the router, which isWiFi_123456in this example, and clidkextat the
bottom of the page

Quick Setup>>Universal Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan () Scan again

Upstream AP WiFi_123456

Signal
Select SSID Channel MAC Address Security Mode =l
Strength
w WiFi_123456 165 C8:3A:35:15:86:A1 WPA2-PSK AES !!!!!

OTIF'

If you cannot find the SSID of the router from the list, ensure that the WiFi network of the router is
enabled. Only the WiFi networks at the same band as that of the CPE will be displayed in the list.
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Step 4 Enter the12345678n the Keytext box and clickNext

Quick Setup>=>Universal Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP WiFi_123456

Upstream AP MAC Address C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WPAZ2-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
% Key | wesssues

preViDus m

Step 5 Set the IP address to an unused IP address belonging to the same network segment as
that of the router. For examplef the IP address dhe routeris 192.168.2.1, you can set
GKAA RSQOAOSQAa L X(Xrangd? Ndn2 %o 2542 Thenglidléxvi c y ®H &

Quick Setup>>Universal Repeater '

Set the [P address to an unused IP address belonging to the network segment of upstream AP.

IP Address 192.168.2.100

Subnet Mask 255255 2550

Step 6 ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>Universal Repeater

pI—EViOUS m

The device is set to Universal Repeater, click "Save" to apply the settings.

—End

Verification

You can search strong wireless signal in the conference room.
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4.6 WISP mode

In WISP mode, th deviceconnectto ahotspotprovided by ISfinternet Service Providein
wireless manner, and allesthe wired andwireless devices to connect to the internet.

Application scenario

The CPE is us¢al extend the ISP hotspot to your homEhe network topology is shown as bet:

)

)) (( | WISP mode

ISP hotspot

Configuration procedurs:

Step 1 Log in to the web Ul of this CREd choose&uick Setugo enter the configuration page.
Step 2 SelectWISR and clickNext

Quick SetuE

Select a working mode:

AP In this mode, the device creates a wireless network based on the current wired network
Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

® WISP In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

\If ess network.

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

wireless access point.

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

Router connect to modem in wired manner, and provide network access point
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Step 3 Select the SSI&f your ISotspot, which isWiFi123456in this exampleand clickNext
at the bottom of the page

Quick Setup>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".
Scan () Scan again

Upstream AP WIiFi_123456

Signal
Select SSID Channel MAC Address Security Mode =l
Strength
. WiFi_123456 165 C8:3A:35:15:86:A1 WPA2-PSK AES ﬂqﬂ
Ore

If you cannot find the SSID of the router from the list, ensure that the WiFi network of the router is
enabled. Only the WiFi networks at the same band as that of the CPE will be displéneetisin

Step 4 Enter the WiFi passwomaf your ISP hotspah the Keytext box and clickNext

Quick Setup>>WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remaote AP's WiFi password, and click "Mext” to continue.

Upstream AP WIiFi_123456

Upstream AP MAC Address  C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key | eesesees

prEViDus m
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Step 5 Select thenternet Connection Typef your ISP hotspotvhich isPPPoln thisexample
Enter the PPPOE user name and password provided by your ISRckihgbxt

Quick Setup>>WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "Next".

Internet Connection Type DHCP (Dynamic IP) Static IP Address ® PPPoE
PPFPoE User Name

PPPoE Password

prEVi ous m

Step 6 Customize th&sSIandkey, andclickNext.

Quick Setup>>WISP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

% SSID(WIiFi Name) Marry’s WiFi

Channel 165(5825MHz) ¥
Security Mocde WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Koy | seessens

Step 7 Setan|P addresselonging toa different network segment as that gfour ISP hotspot
For exampleif the IP address ofour ISP hotspot & M pH Pmcy dH dPmE &2dz OF
IP address to 192.1681 (Xranges fromD to 254excluding?) which is also the login IP
address of the CPEhen clicikNext.

Quick Setup>>WISP

Specify the device with an IP address whose network segment is different from that of IP address of ISP accass point
or upstream AP.

IP Address 192.168.5.1

Subnet Mask 255255 2550
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Step 8 ClickSave and wait until the device reboots to activate the settings.

The device is set to WISP, click "Save” to apply the settings.

Previous

—End

When LED1, LED2, and LED3 ofGRe&are blinking the device is connected to your ISP hotspot
successfully
To access the internet with:

Wireless devices: Connect the wireless devices, such as apgmoa, to the WiFi network of
the wireless router whik is connected to the CPE

Wired devices: Connect the wired devices, such as a computer, to the LAttt
wireless router which is connected to the CPE

Parameters description
Name Description

It specifies the working mode of igdevice

Working modes WISP modeln this mode, the deviceonnectkto an access point praded by ISP

in wireless manner.
Upstream AP It specifies the wireless network name (SSID) of the upstream AP.

Channel It specifies the operating channel of théiFi network to beoridged. Itwill be

automaticallypopulated when you select an SSID to bridge.

It specifies thesecurity modeof the WiFi network to be bridged. Will be

Security Mode automaticallypopulated when you select an SSID to bridge. If the WiFi networl
be bridged has a WiFi password, you need to enter the password manually.

. DHCP (Dynamic IPJhe device obtainan IP address and other parameters for
the DHCP server of upstream device for internet access.

. Static IP AddressThe deice access the internet by setting the IP address,

Internet Connection Type subnet mask, default gateway and DNS server IP addresses manually.

. PPPOEThe device access the internet using the PPPOE user name and pas:
provided by the ISP.

43



4.7 Example of WISP mode

Network requirement

You live in countryside, and it is not convenient for you to connect the neareSIHERIng
Ethernet cables. So you want to extend the ISP hotspot to your home in wireless manner.

Solution
Set the CPE to WISP mode, and britige the ISP btspot.
Assume that the SSID and password of thehigépotare:

i SSID: WiFi_123456

i Password: 12345678

i Internet Connection Type: PPPoE
User name: admin
Password: admin

Network topology

— WISP mode

) -

ISPhotspot
SSIDWIiFi_123456
Password 12345678
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Configuration procedure

Step 1 Log in to the web Ul of this CBEd choos&uick Setugo enter the configuration page.
Step 2 SelectWISR and clickNext

Quick Setu['i

Select a working mode:

AP In this mode, the device creates a wireless network based on the current wired network
Client In this mede, the device works as a wireless adapter to connect to the wireless network of upstream AP,

Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

® WISP In this mode, this device

wireless network.

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides

wireless access point

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide
wireless access point.
Router connectto modem in wired manner, and provide network access point

Step 3 Select the SSI&f your ISP (Internet Service Provider) hotspatich isWiFi_123456in
this exampe, and clickNextat the bottom of the page

Quick Setup>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan () Scan again
Upstream AP WIiFi_123456

Signal

Select SSID Channel MAC Address Security Mode
Strength

. WiFi_123456 165 C8:3A:35:15:86:A1 WPA2-PSK,AES T

QTIP

If you cannot find the SSID of the router from the list, ensure that the WiFi network of the router is
enabled. Only the WiFi networks at the same band as that of the CPE will be displayed in the list.
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Step 4 Enter the WiFi passwomaf your ISP hotspah the Keytext box and clickNext

Quick Setup>>WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP WiFi_123456

Upstream AP MAC Address  C8:3A:35:13:86:A1

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algeorithm @ AES TKIP TKIP&AES
* Koy | seeseens

Step 5 Select thenternet Connection Typef your ISP hotspotvhich isPPPoln thisexample
Enter the PPPoOE user name and password provided by your ISP, ahkxtick

Quick Setup=>>WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "MNext".

Internet Connection Type DHCP (Dynamic IP) Static [P Address ® PPPoE
PPPoE User Name

PPPoE Password
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Step 6 Customize thesSIandkey, andclickNext.

Quick Setup>>WISP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

* SSID(WiFi Name) Marry’s WiFi

Channel 165(5825MHz) ¥
Security Mode WPAZ2-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key | seesenes

Step 7 Setan|P addresselonging toa different network segment as that gfour ISP hotspot
For exampleif the IP address ofour ISP hotspok & M @pH PmMcy PHPME &2dz OF
IP address to 19268 X1 (Xranges from0 to 254excluding?) which is also the login IP
address of the CPEhen cliciNext

Quick Setup>>WISP

Specify the device with an IP address whose network segment is different from that of IP address of ISP access point
or upstream AP.

IP Address 192.168.5.1

Subnet Mask 255255 2550

Step 8 ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>WISP

The device is set to WISP, click "Save” to apply the settings.

—-End

When LED1, LED2, and LED3 ofGR& are blinkinghe deviceis connected to your ISP hotspot
successfully

Verification

Your wired and wireless devicesn connect to the CH&r internet access.
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4.8 Repeater mode

In Repeater modehis deviceconnects 2 or more (this device supports 4 at most) wired networks
with a wireless link, and can be connected with both wired and wireless clients. To use this
function, the peer AP is required to support WDS functi®epeatermode is used to achieve
communication between multiple offices of an enterprise in a city.

The CPE in Repeater mode can works with the CPE in Repeater or P2MP mode. It supports one to
four bridging at most.

Application scenario

You want to combine multiple wired networks into onenireless mannefThe network topology
is shown as below:

- | CPE2 in Repeater mode

(«

CPEL1 in Repeater mod:

() Switch
Tenda ))) 47“
I 9%

(| ... | CPE3 in Repeater mode

l m, Switch

CPH: Repeatermode | ., ))) ((( = | CPR: Repeatermode

Switch
.

[0 [0 &
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Assume that the related parameters are as follows:

CPH
i SSIDTenda_123456
i Channel 165
i Security mode WEP
i Authentication type Shared
i Default key Key 1, 12345
CPR

i SSIDTenda 654321
i WLAN MAC Addres€8:3A:35:15:86:B2

Step 1 Set theCPE20 the Repeatermode.
1. Start a web browser on the computer connected to ZPE

2. Log in to the web Ul of CPE2, afmboseQuick Setupo enterthe configuration page.

Select a working mode:
AP
Client
Universal Repeater

WISP

® Repeater

P2MP

Router
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3. Select the SSID GPHR from the listwhich isTenda_ 12386 in this exampleand click
Nextat the bottom of the page

Quick Setup=>=>Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan () Scan again

Peer AP1 C8:34:35:15:86:A1

Peer AP2
Peer AP3
Peer AP4
, Signal
Select SSID Channel MAC Address Security Mode
Strength
% Tenda_123456 165 C8:3A:35:15:86:A1 WEP 1.}1“

rie

Only the WiFi networks whose security modes are set to none or WEP can be displayed on the list.

4. Set theAuthentication TypeandDefault Keyto the same as those @PH, enter the key 1,
and clickNext

Quick Setup= =Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Entar the key of peer AP1, and click "Next".

Peer AP1 Tenda_123456

MAC Address of Peer AP1  C8:3A:35:15:86:A1

Channel 165(5825MHz) v
Security Mode WEP v
Authentication Type Shared v
Default Key Key 1 v

Key 1 | eevee ASCII v

Key 2 | eever ASCII v

Key 3 | eeree ASCII v

Key 4 | seeee ASCII v
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5. Set the IP address to an unused IP address belonging to the same network segment as that
of CPH. For example, if the IP addressGPEA & M ®pH Pmcy dH dPmE &2dz O
address to 192.168.X(Xranges fraon 2 to 254). Then clidkext.

Quick Setup>>Repeater

Set the IP address to an unused IP address belonging to the network segment of peer AP.

IP Address 192.168.2.100

Subnet Mask 256255 2550

6. ClickSave and wait until the device reboots to activate the settings.

Quick Setup> >Repeater

The device is set to Repeater, click "Save" to apply the settings.

Step 2 Perform the procedure ifgep 1 above to set theCPH to Repeatermode. The
differences are list below:

i Select the SSID GPR, which isTenda_654321n this example.
i Do not need to change the IP addres<otH.

QT\P

If there are multiple wireless networks with the same SSID, select the one with the WLAN MAC address
of the CPR, which i9C8:3A:35:15:86:Bih this example.

---£End
To check whether the bridging is successful:

Method 1: When the LED1, LED2, and LEDS3 indicat@BBfandCPR are solid on, the bridging
succeeds.

Method 2:

Step 1 Start a web browser on the computer which is connecte@RE and visiits IP address.

Step 2 ChooseAdvanced> Diagnose selectPingfrom the Diagnosedrop-down list meny enter
the IP address aEPR and cliclStart
The bridging is successful when the ping succeeds.

51



Parameters description
Name Description

It specifies the working mode ofighdevice

) Repeatermode:In this modethe device carconnect2 or more (this device supports ¢
Working modes at most) wired networks with a wireless link, and can be connectedlwith wired and
wireless clientsTo use the Repeater function of this devite peer AHs required to
support WDS function, and use the same radio band as thatiod¢vice.

PeerAP It specifies the wireless network name (SSID) of the peer AP.

It specifies the operatingh@annel of theWiFi network to be bridged. Will be

Channel automaticallypopulated when you select an SSID to bridge.
It specifies thesecurity modeof the WiFi network to be bridged. Will be automatically
populated when you select an SSID tabe.

Security Mode Qrp

The Repeater mode only supports WéEfl None security modes

Configuration procedursof peerto multiple peersbriding

—

((( -+ | CPE2 in Repeater mode

CPEL1 in Repeater mod:
- Switch

;) -

o

([ ... | CPE3 in Repeater mode

Assume that theelated parameters are shown as follows:
CPH.:

i IP Address192.168.2.1
i SSIDTenda 123456

i Channel 165

i Security mode None
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CPE:

i SSIDTenda_1
i WLAN MAC addres€8:3A:35:15:86:8C
CPE3

i SSID: Tenda 2
i WLAN MAC addres€8:3A:35:01:8C:C9

Step 1 Set theCPE2o0 the Repeatermode.

1. Log in to the web Ul of CPE2, amdbaseQuick Setupand selecRepeater

Quick Setup
Select a working mode:

AP In this mode, the device creates a wireless network based on the curre

Client In this mode, the device works as a wireless adapter to connect to the wireless ne

Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISP  In this mode, this device connects to an access point provided by ISP
wireless network.

® Repeater In this mode, the device connects to multiple

Router connect to modem in wired manner, and provide network access point

2. Select the SSID of CPE1 from the list, whitlensla_P23456in this example, and click

Nextat the bottom of the page

QTIP

If you cannot scan the SSID of CPEL from the list, cMioetess> Basicand enablethe wireless

function. Then try again.

Quick Setups>=Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "MNext".
Scan O Scan again
Peer AP1 C8:3A:35:15:86:A1
Peer AP2

Peer AP3

Peer AP4

Select SSID Channel MAC Address

Signal

Security Mod
ecurity Mode Strength

v Tenda_123456 165 C8:3A:35:15:86:A1
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3. ClickNextdirectly on the following page.

Quick Setup>>Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Enter the key of peer APL, and click "MNext".

Peer AP1  Tenda_123456
MAC Address of Peer AP1  C8:3A:35:15:86:A1
Channel 165(5825MHz) v

Security Mode None v

Previous MNext

4. Set the IP address to an unused IP address belonging to thersstmerk segment athat
of CPE1For eample, if the IP address tife CPE1s192.168.2.Z &2 dz Ol y &asSia
IP address to 192.168X2(Xranges from 2 to 254). Then clislext.

Quick Setup>>Repeater

Set the IP address to an unused IP address belonging to the network segment of peer AP,

IP Address 192.168.2.100

Subnet Mask 255,255 255.0

prEViDUS m
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5. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>Repeater

The device is set to Repeater, click "Save" to apply the settings.

Step 2 PerformStepl aboveto set CPEto Repeatermode, and bridge to CPEL.
Step 3 Set CPEL1 tBepeatermode and bridge to CPE2 and CPE3.

1. Start a web browser on the computer connected to CPE1, andl98i168.2.1
2. ChooseQuick Setupo enter the configuration page.

3. SelectRepeatermode, and cliciNext
4

Select SSIDs of CPE2 and CPE3, antliektéat the bottom of the page

QT\F’

If there are multiple wireless networks with the same SSID, select the ones with the WLAN MAC
addresse®f the CPE2 and CPE3, which@8e3A:35:15:8@Cand C8:3A:3501:8C.C9in this example.

Quick Setup>>Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next”.

Scan (:J Scan again
Peer AP1 CB:3A:35:15:86:8C

Peer AP2 C8:3A:35:01:8C:C9

Peer AP2
Peer AP4
. Signal
Select SSID Channel MAC Address Security Mode
Strength
i Tenda_1 165 C8:3A:35:15:86:8C None 1._“1
v Tenda_2 165 C8:3A:35:01:8C:C9 None M
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5. ClickNexton thefollowingpage.

Quick Setup:==Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Enter the key of peer AP1, and click "Mext".

Peer AP1 Tenda_1l
MAC Address of Peer APl C8:3A:35:15:86:8C
Channel 165(5825MHz) v

Security Mode Mone v

6. ClickNext.

Quick Setup= >Repeater

Set the [P address to an unused IPF address belonging to the network segment of peer AP,

IP Address 192.168.2.1

Subnet Mask 255255 2650

7. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>Repeater

The device is set to Repeater, click "Save" to apply the settings.

pFEViOUS m

----End
To check whether the bridging successful:

Method 1: When the LED1, LED2, and LED3 indicat@®&f CPR andCPRB are solid on, the
bridging succeeds.

Method 2:

Step 1 Start a web browser on the computer which is connected to CPE1 and visit its IP address.

Step 2 ChooseAdvanced> Diagnose selectPingfrom the Diagnosedrop-down list meny enter
the IP address of CPE2 and CPE3 respectively, an8talitk
The bridging is successful when the ping succeeds.
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4.9 P2MP mode

In P2ZMPmode,thisdevice connects 2 or more (this device supports 4 at most) wired networks
with a wireless link, but cannot b@wrnectedto wireless clients.

The configuration procedure of P2MP mode is similar with Repeater mode. In the following
example, the CPE worksi2MP mode, and bridges to four CPEs work in Repeater mode.

Application scenario

The CPE is uséal combinetwo local networks into one in wireless mann&€he network topology

is shown as below: _
____CPEZ2 in Repeater mode

Switch

0 o &

CPE1L iP2ZMPmode | wnw ))) ([ .. |CPE3 in Repeater mode

Switch

]

\ o &
I"L .

([~ |cPRin Repeater mode

Switch

LT
o o

(|- |cPBin Repeater mode

"m.
4
L L &
Assume that the related parameters are shown as follows:

CPE1

IP Address192.168.2.1
SSIDTenda_1
Channel 165

Security Mode None
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CPRto CPE:

CPE SSID WLAN MAC address
CPR Tenda_2 C8:3A:391:8C™
CPB Tenda_3 C8:3A:35:35:BA:01
CPE Tenda_4 C8:3A:35:FD:8D:Al
CPB Tenda_5 C8:3A:35:09:93:51

Configuration procedurs

QT\P

When setting the Base Station to P2MP mode, ensure that the Base Station @fiEalbperate in the
same channel.

Step 1 Set CPEto Repeatermode and bridge to th€PE1

1. Log in to the web Ul of CBEhooseQuick SetupselectRepeatermode, and cliciNext.

Quick Setup

Select a working mode:
AP
Client
Universal Repeater

WISP

.

Repeater

P2MP

Router
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2. Select the SSID GPE1which isTenda_1lin this example, and clidkext at the bottom of
the page

Quick Setup=> =Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan O Scan again

Peer AP1 C8:3A:35:15:86:A1

Peer AP2
Peer AP3
Peer AP4
) Signal
Select SSID Channel MAC Address Security Mode
Strength
7 Tenda_1 165 C8:3A:35:15:86:A1 None ﬁqﬂ

QTIP

If you cannot find any SSID from the list, chod&eesless>Basicand enable the wireless function.
Then try again.

If you cannot find the SSID GPETrom the list, adjust the direction adhe CPE, and move it close
to the CPE1

The repeater mode only suppom$oneand WEPsecurity modes.

3. ClickNexton the following page.

Quick Setup==Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,

Enter the key of peer AP1, and click "Mext".

Peer AP1 Tenda_1
MAC Address of Peer APl C8:3A:35:15:86:A1
Channel 165(5825MHz) v

Security Mode MNene v

Previous Next
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4. Set the IP address to an unused IP address belonging to the same network segment as that
of CPE1For example, if the IP addressGPE1s192.168.2.1 youcan set tle IP addressf
the deviceto 192.168.2X(Xranges from 2 to 254). Then clidlext.

Quick Setup> >Repeater

Set the IP address to an unused IP address belonging to the network segment of peer AP,

IP Address 192.168.2.100

Subnet Mask 255255 2550

5. ClickSave and wait until the device reboots to activate the settings.

Quick Setup > >Repeater

The device is set to PZMP, click "Save” to apply the settings.

Step 2 PerformStep 1to set the CPE, CPE and CPE&to Repeaer mode, and bridge to the
CPE1

Step 3 SetCPElo P2MPmode and bridge to CRECPB, CPEand CP&

Start a web browser on the computer connectediie CPEland visit192.168.2.1
ChooseQuick Setupto enter the configuration page.

SlectP2MPmode, and clicext

W dp

Select the SSID of CREPB, CPE and CPE, which areTenda_2 Tenda 3, Tenda 4 and
Tenda5in this example, and clidkext
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Quick Setup>>P2NP

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".
Scan () Scan again

Peer APL C8:3A:35:01:8C.C9
Peer AP2 C8:3A:35:35:BA:01
Peer AP3 C8:3A:35FD:BD:AL

Peer AP4 C8:3A:35:09:93:51

Si I
Select $SID Channel MAC Address Security Mode =h=
Strength
s Tenda_2 165 C8:3A:35:01:8C:C9 None L
v Tenda_3 165 C8:3A:35:35:BA:01 None ,!!!
v Tenda_4 165 C8:3A:35FD:8D:AL None ,_.ﬂ!
@ Tenda 5 165 C8:3A:35:09:93:51 None M
5. ClickNexton the following page.
Quick Setup>=P2MP
Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,
Enter the key of peer AP1, and click "Mext".
Peer AP1 Tenda_2
MAC Address of Peer AP1  C8:3A:35:01:8C:C9
Channel ‘ 165(5825MHz) v
Security Mode ‘ None v
Previous Mext
6. ClickNexton the following page.
Quick Setup>>P2MP
Set the IP addrass to an unused IP address belonging to the network segment of peer AP,
IP Address 192.168.2.1
Subnet Mask | 255.255.255.0
Previous Next
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7. ClickSave and wait until thedevice reboots to activate the settings.

-

The device is set to P2ZMP, click "Save” to apply the settings

—End

Previous

To check whether the bridging is successful:

Method 1: When the LED1, LED2, and LED3 indicattre 6PEs are solid on, the bridging

succeeds.

Method 2:

Step 1 Start a web browser on the computer which is cocteel tothe CPE&Nd visit its IP

address.

Step 2 ChooseAdvanced> Diagnose selectPingfrom the Diagnosedrop-down list meny enter
the IP addresses of the CREPB, CPE and CP&respectively and clic&tart

The bridging is successful when the psugceeds.
Parameters description

Name

Working modes

PeerAP

Channel

Security Mode

Description

It specifies the working mode of ihdevice

P2MPmode:In this modethe devicecanconnect2 or more (this device supports 4 at
most) wired networks with a wireless linkut cannot be conected with wireless
clients P2MP mode is used to achieve communication between multiple offices of
enterprise in a city.

It specifies the wireless network name (SSID) of the peer AP.

It specifies the operating channel of théiFinetwork to be bridged. Itill be
automaticallypopulated when you select an SSID to bridge.

It specifies thesecurity modeof the WiFi network to be bridged. Will be automatically
populated when you select an SSID to bridge.

QT\P

TheP2MPmode only supports WE&RhdNone security modes
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4.10 Example ofrepeater mode and P2MP mode

Network requirement

You have three offices in an estate which are not far away from each other, and only one office has
internet service. Now you want to combine thetworks in three offices into one, and provide
wireless networks to wireless devices in the offices without internet service.

Solution

SetCPH to P2MPmode, and set CPE2 and CPES3 to Repeater mode.

Network topology

- | CPE2 iflRepeater mode
CPEL1 itP2MPmode

—_—

st )))

Switch

10 L]

3]

CPES: Repeater mod

«
evey | Switch
sasee Switch

L:l L] === 0 0 &

Configuration procedurs

Assume that the wireless parameters of CPE1 are shown as follows:

i IP Address192.168.2.1
i SSIDTenda 123456

i Channel 165

i Security mode None

Step 1 Configure thewireless settings of CPE2.
1. Log in to the web Ul of CPE2, and chodsreless > Basito enter theconfigurationpage.
2. Change the SSID, whiclTesnda 1 in this example.
3. Set theChannelo the same as that of CPE1, whic6% in this example.

4. Set theSecuity Mode to the same as that of CPE1, whichlaein this example.
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5. ClickSaveto apply the settings.

Basic

Enable Wireless ()

Country/Region ‘ China v

* SSID Tenda_1

Broadcast SSID @ Enable (0 Disable

MNetwork Mode ‘ Main v

% Channel ‘ Auto v

Channel Shift © Enable @ Disable

Transmit Power

1dBm 23dBm
Channel Bandwidth ‘ 20MHz v
Transmit Rate ‘ Auto v
% Security Mode ‘ Nene v

Step 2 Set CPE2 to thRepeatermode.
1. Choose&Quick Setupand selecRepeater

Quick Setup

Select a working mode:

@ AP In this mode, the device creates a wireless network based on the current wired network.
O Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
O Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

O WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

wireless network.

@® Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless

access point.

@ P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

© Router connect to modem in wired manner, and provide network access point
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2. Select the SSID of CPEL1 from the list, whiglemsla_P3456in this example, and clidkext
on the bottom of the page

QTIP

If you cannot find any SSID from the list, chodseeless> Basicand enable the wireless function.
Then try again.

If you cannot find the SSID of CPEL from the list, adjust the direction of &RERove it close to
the CPEL.

Quick Setup=>>Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "MNext".

Scan () Scan again

Peer AP1 C8:3A:35:15:86:A1

Peer AP2
Peer AP3
Peer AP4
. Signal
Select SSID Channel MAC Address Security Mode
Strength
i Tenda_123456 165 C8:3A:35:15:86:A1 None 1.]1“

3. ClickNextdirectly on the following page.

Quick Setup>>Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP,

Enter the key of peer APL, and click "MNext".

Peer AP1 Tenda_123456
MAC Address of Peer AP1  C8:3A:35:15:86:A1
Channel 165(5825MHz) v

Security Mode None v
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4. Set the IP address to an unused IP address belonging to thersstmerk segment as that
of CPE1For emmple, if the IP address tife CPH is192.168.2.1you can set thiR S @A OS Q&
IP address to 192.168X(Xranges from 2 to 254). Then clidlext.

Quick Setup>=>Repeater

Set the IP address to an unused IP address belonging to the network segment of peer AP.

IP Address 192.168.2.100

Subnet Mask 255255 2550

5. ClickSave and wait until the device reboots to activate the settings.

Quick Setup>>Repeater

pFEViOUS m

The device is set to Repeater, click "Save” to apply the settings.

Step 3 PerformStepl and Step 2aboveto change the wireless settings GPB, whose SSID is
Tenda_2n this example, set it tRepeatermode, and bridge to CPEL.

Step 4 Set CPE1 tB2MPmode and bridge to CPE2 and CPES3.

1. Log in to the web Ul of CPEL, and choQsick Setupto enter the configuration page.
2. SelectP2MPmode, and clicNext

Quick Setup

Select a working mode:

AP In this mode, the device creates a wireless network based on the current wired network

Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.

Universal Repeater In this mode, this device e eless ne e e

WISP  In this mede, this device connects to an access point provided by ISP in wireless manner, and provides the

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless
® P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

Router connect to modem in wired manner, and provide network access point
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3. Select SSIDs of CPE2 and CPES3, antlektk
4. ClickNextat the bottom of thefollowingpage.

Quick Setup>=>P2MP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan () Scan again

Peer APL C8:3A:35:15:86:A1
Peer AP2 C8:3A:35:01:8C:C9
Peer AP3 Select an SSID or enter a MAC

Peer AP4 Select an SSID or enter a MAC

Select SSID Channel MAC Address Security Mode Signal
Strength
= Tenda_1 165 C8:3A:35:15:86:A1 None !ﬁ!!
@ Tenda_2 165 C8:3A:35:01:8C:C9 None "

5. ClickNexton thefollowingpage.

Quick Setup=>=>P2MP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Enter the key of peer AP, and click "Next".

Peer AP1  Tenda_l

MAC Address of Peer AP1  C8:34:35:15:86:A1

Channel | 165(5825MHz) v |

Security Mode | Mone '|

Pre“ri ous m

6. ClickNext.

Quick Setup>>P2MP

Set the IP address to an unused IP address belonging to the network segment of peer AP.

IP Address 192.168.2.1

Subnet Mask 255.255.255.0

Pre“rious m
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7. ClickSave and wait until thedevice reboots to activate the settings.

Quick Setup>>P2MP

preViou‘s m

The device is set to PZMP, click "Save” to apply the settings.

—End

Verification

Wired or wireless devices connected to CPE2 and CPE3 can access the internet.
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4.11 Routermode

In Router modethis deviceserves as eouter to provide a wireless network
Application scenario

The CPE is uséa provide a wireless network and assign IP addresses to your wireless devices.
The network topology is shown as below:

.

Router mode

—
N
]

— oU

Configuration procedurs:

Step 1 Log in to the web Ul of the CPE, and chd@se&k Setupo enter the configuration page.
Step 2 SelectRoutermode, and cliclNext.

Quick Setup

Select a working mode:
AP
Client
Universal Repeater

WISP
Repeater
P2MP

* Router

Step 3 Select your internet connection type, and set the related parameters. FRRDES an
example here.

1. SelectPPPoE

2. Enter thePPPoBJser Name and Passwordprovided by your internet service provider,
which are bothadminin this example.

3. ClickNext.
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Quick Setup==>Router

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "Next".

Internet Connection Type DHCP (Dynamic IP) Static IP Address ® PPPoE
PPPoE User Name admin

PPPoE Password admin

Step 4 Set wireless parameters of the CPE.
1. Customize a SSID, whicihenda_12345n this example.
2. Select a security mode, whichWsPA2PSKin this example.

3. Set aKey for the wireless network, and cli¢kext

Quick Setup=>>Router

You can set up your wireless network name and wireless password here.

Note down your wireless password.

SSID Tenda_123456

Channel 161(5805MHz) ¥
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Key | seseesn

Previous Next

Step 5 ClickSave andwait until the device reboots to activate the settings.

Quick Setup>=Router

The device is set to Router, click "Save” to apply the settings.

p rEViou s m

—-End
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Parameters description

Name

Working modes

Internet Connection
Type

SSID

Channel

Security Mode

Description

It specifies the working mode ofithdevice

Router mode In thismode, the POE/LAN port works as the WAN port and is used tc
connect to a modem for internet access.

The device in Router mode supports three internet connection types:

. DHCP (Dynamic IPJhe device obtains the IP address and otbeiameters from the
DHCP server of upstream device for internet access.

. Static IP AddressThe device accesses the internet using the IP address, subnet |
default gateway and DNS server IP addrepsegided by your ISP

. PPPOEThe device accesses tilternet using the PPPOE user name and passworc
provided by the ISP.

It specifies the wireless network name of the device.
It specifies the channghat the WiFi network operates.

It specifies thesecurity modeof the WiFi network of the device. It includé®ne
WPAPSKWPA2PSKandMixed WPA/WPAPSK

Clickinghe hyperlink navigates you to the elaborated description of the correspond

security mode.
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4.12 Example ofrouter mode

Network requirement

You already had a modem. Now you need a router to share your network.

Solution
Set the CPE to Router mode.
Assumehat:

i Your internet connection type?PPoE
i User nameadmin
i Passwordadmin

Network topology

EE—

T

Configuration procedurs

Step 1 Log in to the web Ul of the CPE, and chd@se&k Setugo enter the configuration page.

Step 2 SelectRoutermode, and cliciNext.

Quick Setup

Select a working mode:

AP In this mode, the device creates a wireless network based on the current wired network
Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISP In this mede, this device connects to an access point provided 'y ISP in wireless manner, and provides the

Repeﬂte‘l' In this mode, the device connects to multiple wired networ 5 through wireless bndge, and provides wireless
P2MP In this mode, the device connects to multiple wired Networks through wireless briage, but does not proviae

L ROUtE‘l' Connect o modem 1IN Wired manner, and provide netWwork access point
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Step 3 SelectPPPoEenteradminin both PPPoE User Nanaad PPPoE Passwofibxes, and
clickNext.

Quick Setup==>Router

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "Next".

Internet Connection Type DHCP (Dynamic IP) Static IP Address ® PPPoE
PPPoE User Name admin

PPPoE Password admin

Step 4 Set wireless parameters of the CPE.
1. Customize a SSID, whicilenda_12345n this example.
2. Select a security mode, whichWsPA2PSKin this example.

3. Set aKeyfor the wireless network, and cli¢kext

Quick Setup:==Router

You can set up your wireless network name and wireless password here.

Note down your wireless password.

SSID Tenda_123456

Channel 161(5805MHz) ¥
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
Key | seseesn

Previous Next

Step 5 ClickSave andwait until the device reboots to activate the settings.

Quick Setup>=>Router

The device is set to Router, click "Save” to apply the settings.

—End

73



Verification

Wireless devices connected to the wireless network of the CPE can access the internet.
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5 Status

This module allows you to view the information of system and wireless nefwmlkdngthree
parts:system statuswireless statusandstatistics

5.1 Systemstatus

Log in to the web Ul of théevice and choosétatus You can view the system status here.

If this devices set toAPmode, Clientmode,Universal Repeatemode, Repeatermode or P2MP
mode, the system status is shown as folloWshe CPE has multiple Ethernet ports, this page
displays the current connection rate of each LAN port. OS3 is us#éiddtmation.

Status

System Status

Device Name
Uptime

System Time
Firmware Version
Hardware Version
RAM

WLAN MAC Address

Transparent Bridge

053V1.0

29s

2020-02-25 1&:17:27

V1.0.0.4{5325)

V1.0

C8:3A:35:14:A0:F9

Enabled

PoE/LANL Speed

LANZ Speed

LANS Speed

LAN4 Speed

CPU

LAN MAC Address

LAN IP Address

Disconnected

Disconnected

100 Mbps Full-d...

Disconnected

25%

C8:3A:35:14:A0:F8

192.168.2.1

If the deviceis set toWlISPor Routermode, the system status is shown as follows:

QTIP

When the CPE works in Router mode, BaE port is changed to WAN port from LAN port.
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System Status

Device Name

Uptime

System Time

Firmware Version

Hardware Version

CPU

RAM

LAN MAC Address

WLAN MAC Address

LAN IP Address

Parameters description

0S3V1.0

4m38 s

2020-02-25 09:24:46

V1.0.0.4(5325)

V1.0

54%

C8:3A:35:14:A0:F8

C8:3A:35:14:A0:F9

192.168.2.1

PoE/LANI Speed

LANZ Speed

LAN3 Speed

LANS Speed

Connection Type

Connection Status

WAN IP Address

Default Gateway

Primary DNS Server

Secondary DNS Server

Disconnected

Disconnected

100 Mbps Full-d...

Disconnected

DHCP (Dynamic IP)

Disconnected

Name

Device Name

Uptime

System Time
Firmware Version
Hardware Version
CPU

RAM

LAN MAC Address
WLAN MAC Address
LAN Speed

LAN IP Address

Description

It specifies thename of this deviceDifferent device names help you mana
multiple devices on LAN easilyou can change the name of this device on
Network > LAN Setuppage when the device works in AP, Client, Univer
Repeater, Repeater, and P2MP modathen the device works in WISP or Rou
mode, it displays the model of the device, and cannot be chdng

It specifies the time that has elapsed since the device was started last time.
It specifies thecurrent system time of this device.

It specifies the system software version number of this device.

It specifies the hardware version of this device.

Central Processing Unit. It specifies the CPU usage of this device.

Random Access Memory. It specifies the memory usage of this device.

It specifies the MAC address of LAN pdrthis device.

It specifies the MAC address of the wireless network of this device.

It specifies the POE/LAN port speed and duplex mode of this device.

It specifies the IP address (also named management IRess)dof this device. B
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Name

Transparent Bridge

Connection Type

Connection Status

WAN IP Address

Default Gateway

Primary DNS Server

Secondary DNS Server

Description

default, it is 192.168.2.1. You can access the web Ul of this device using
address.

It displays the status of transparent bridge.

It specifies thenternet connection type of this device WISPor Routermode.

. DHCP (Dynamic IP): The CPE obtains IP address from the upstream DHC
for internet access.

. Static IP Address: The CPE uses a fixed IP address, subnet mask, default
gateway, and DNS semviafo for internet access.

. PPPoOE: The CPE uses a user name and password for internet access.

It specifies theconnection status of WAN port of this deviceWiSPor Router
mode.

It specifies thdP address of WAN port of this devicaMiSPor Routermode.
It specifies thalefault gatewayaddress of this device WISPor Routermode.

It specifies thdP address of primary DNS server of this devid&/li8Por Router
mode.

It specifies thelP address of secondary DNS server of this devid#IBPor
Routermode.
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5.2 Wirelessstatus

Log in to the web Ul of thdevice and choosé&tatus You can view wireless status henecluding
workingmode, SSID, security mode, and so on

Wireless Status

Working Mode

SSID

Security Mode

Channel/Radio Band

Channel Bandwidth

TX Power

Wireless Client

AP AP's MAC Address  CB:3A:35:15:87:51
Tenda_158750 Signal Strength  N/A

MNone Background MNoise -95dBm
165/5825MHz TX/RX Link  2X2

20MHz Transmit/Receive Speed  N/A

26dBm TD-MAX  Disabled

Parameters description

Name

Working Mode

SSID

Security Mode
Channel/Radio Band
Channel Bandwidth
TX Power

Wireless Client

AP MAC Address

Signal Strength

Description

It specifies thevorking mode the device operates.

It specifies thewireless network name of this device.

It specifies thesecurity mode othe wireless network of this device.

It specifies thechannel and radio band used by this device to transmit radio sign;
It specifies the channel bandwidth of this device.

It specifies the transmittegower of this device.

It specifies thenumber of wireless clients connected to this device.

It displays the MAC address of the upstream device.

. In AP, Router, Repeater, or P2MP mode, it displays the WLAN MAC addhess
CPE.

. In Client, Universal Repeater or WISP mode, or when the bridging succeeds,
displayshe WLAN MAC address of the upstream ABRekithe bridging fails, it
displays N/A.

It displays the wireless signal strength of peer device.

. In AP or Router modet displays the signal strength of the first device connecte
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Name

Background Noise

TXRXLink

Transmit/Receive Spee

TDMAX

Description
to the wireless nawork of the device

. In Client, Universal Repeater, WISP, Repeater or P2MP, rib@liplays the
received signal strength from peer AP.

It specifies thestrength of radio interference signals in the ambient environment
that interfere with the channel of this device. Larger absola®ieindicates less
interference.For example;95 dBm indicates less interference thidwat of -75 dBm.

It specifies thenumber of spatial streamsf wireless datahe device is transmitting
or receiving.The more linkéndicatesthe more traffic.

It specifieghe wirelesgransmiting/receivingrate.

. In AP or Router modet displaysthe transmitting/receiving rate of the first device
connected to the wireless network of this device

. InClient, Universal Repeater, WISP, Repeater, or P2MP:riatigplays
transmitting/receiving rate of this device

It specifies the statsl of the TEMAX function.
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5.3 Statistics

On theStatuspage, you can learn statistics information abtiwibughput, wireless client,
interface, ARP table and routing table

To access the pageg in to the web Ul of thdeviceand choosestatus

Statistics
Throughput Wireless Client Interface ARP Table Routing Table
WLAN LAN
® RX 0.56 Kbps ® RX 3.59 Kbps
+ TX 1.68 Kbps + TX 3.10 Kbps
2 30
*
1.5 :
) 20 *
¥ A
1 / [
0.5 P
L & L L L L L L .-- L & & & L L L @
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5.3.1 Throughput

The line charts visually show the rgghe transmittingand receiving traffic of WLAN and LAN
ports of the device.

Statistics
Throughput Wireless Client Interface ARF Table Routing Table
WLAN LAN
@ RX 0.56 Kbps & RX 3.59 Kbps
+ TX 1.68 Kbps + TX 3.10 Kbps
2 30
#*
1.5
20 *
L
1 |
10 '
0.5 "
9o 9o o o 9 o 0 & —e—o o —9 o0 @

5.3.2 Wirelessclient/Upstream AP

Thismodulediffers depending on the working mode of the device.

b InAPor Routermode, it displays information of connected wireless clients.

b InClient Universal RepeatetWISE P2MPor Repeatermode, it displays information of
upstream AP.

Statistics
Throughput Interface ARP Table Routing Table
IP Address MAC Address Signal/Noise Transmit/Receive CcCQ Connection Duration
192.168.2.133 1C:5C:F2:B4:40:08 -30/-112dBm 144/130Mbps 100% 45

81



Parameters description

Name Description
IP Address It specifies the IP addressthie corresponding wireless client.
MAC Address It specifies the MAC address of the corresponding wireless client.

. . It specifies the WiFi signal strength agldctromagnet interferenceignalstrength
Signal/Noise o .

of the correspondingvireless client.

Transmit/Receive It specifies the transmitting and receiving rate of the corresponding client.
cco It specifies the connection quality of tlerresponding clientA higherpercentage

indicatesa better connection quality.

It specifies the timethat has elapsed since thwireless client is connected to the

Connection Duration wireless network of thelevice

This function is available only when tdeviceworks inClient, Uiversal Repeater, or WISP mode

Statistics
Throughput Upstream AP Interface ARP Table Routing Table
IP Address MAC Address Signal/MNoise Transmit/Receive CCQ  Connection Duration
192.168.11.1 D8:32:14:4C.CB:75 -54/-107dBm 130/6Mbps 98% 36s

Parameters description

Name Description
IPAddress It specifies the IP address of the upstream device.
MAC Address It specifies the MAC address of the upstream device.

. Signal It specifies the WiFi signal strengththe correspondingipstream AP

Signal/Noise . Noise It specifies thembitusinterference signal andlectromagnetic
interferencestrength

Transmit/Receive It specifies the transmitting and receiving rate of tygstream device

cco It specifies the connection quality of thgstream deviceA higher percentage

indicatesa better connection quality.

It specifies thegime that has elapsed sinceifitdevicebridges to the upstream

Connection Duration .
device
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5.3.3 Interface

It displays the IP address, MAC address and traffic information of the interfacesds\tive

Statistics
Throughput Upstream AP ARP Table Routing Table
Interface P Address MAC Address Received Receive Transmitted Transmit
Packets Error Packets Error
LAN 19216821  50:2B:73:F1:10:A0 1046 0 280 0
Bridge 19216821  50:2B:73:F1:10:A0 1041 0 275 0
WLAN  19216811.21 50:2B:73:F1:10:A1 418 0 32 0
Parameters description
Name Description
Interface It displays the wired interface, bridge interface, and WLAN interface a¢hize
IP Address It displays the IP addresses of wired interface, bridge interface, and WLAN intel

It displays the MAC addresses of wired interface, bridge interface, and WLAN

MAC Address .
interface.

Received Packets
It displays the received and transmitted packetshe interface.
Transmitted Packets

Receive Error

It displays the received and transmitted erqmackets of the interface.
Transmit Error
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5.3.4 ARPtable

ARP Address Resolution Protogasa network layer protocol used to convert an IP address into a
physical addressThe ARP table displays the IP address and its corresponding MAC address the
devicevisits, and the interface the packets pass through.

Statistics
Throughput Upstream AP Interface Routing Table
IP Address MAC Address Interface
192.168.11.1 D8:32:14:4C:CB:70 WLAN
192.168.2.11 C8:9C:DC:60:54:69 Bridge

Parameters description

Name Description

IP Address It specifies the IRddressof the host in the APR table.

MAC Address It specifies the MAC address corresponding to the IP address.

Interface It specifies the interface used twmmunicatewith the host, including LAN, WLAN

and bridge interfaces.
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5.3.5 Routingtable

It specifies the destination networks that the device can access.

To access the page, log in to the web Ul of the device, and cl8=iss, thenRouting Tablen
Statisticspart.

Statistics
Throughput Upstream AP Interface ARP Table
Destination Netwark Subnet Mask Next Hop Interface
0.0.0.0 0.0.0.0 192168111 WLAN
192.168.2.0 255.255.255.0 0.0.0.0 Bridge
192168110 255.255.255.0 0.0.0.0 WLAN
239.255.255.250 255.255.255.255 0.0.0.0 Bridge

Parameters description

Name Description
Destination Network It specifies the IP address of the destination network.
Subnet Mask It specifies the subnet mask of the destination network.
It specifies the IP address of entrance of the next hop route when the paefetss
NextHop . X
from the interface of thedevice
Interface It specifies the interface that the packeggress
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Network

6.1 LANsetup

6.1.1 Overview

On theLAN Setuppage, you can view the MAC address of the LAN port, configure the device
name, and type of obtaining an IP address and related parameters.

To access the page, chodsetwork >LAN Setup

In AP, Client, Universal RepeateRepeater andP2MPmodes, the page displays:

LAN Setup

MAC Address C8:3A:35:15:87:50
IP Address Type Static IP Address v
IP Address 192.168.2.1
Subnet Mask 2552552550
Default Gateway 0000
Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.0.0

Device Name 0410

Parameters description
Name Description
MAC Address It specifies the MAC address of LAN port.

It specifies the type of obtaining an IP address. The defa8taisc IP Address

IP Address Type . Static IPAddress Specify the IP address, subnet mask, default gateway, and D
server IP addresses manually.

. DHCP (Dynamic IP Addres$he device obtains an #ldress subnet mask,
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Name Description
default gateway and DNS server IP address from the DHCP server in the netw

@T\P

If the IP Address Typis set toDHCP (Dynamic IP Addresgdu need to check the
device® IP address on the clients list of the DHCP server in the network, and use
IP address to log in.

IP Address It specifies thee.AN IP address of the device.
Subnet Mask It specifieghe subnet maskf the device The default i255.255.255.0

It specifieghe default gateway of thelevice

Default Gateway You can set it to the IP address of the egress router to enablddtieeto access the
internet.

It specifieghe primary DNS server IP address of deeice

Primay DNS Server ¢ ihe egress router has the DNS agency function, it can be set to the LAN IP adi

the egressouter. Otherwise, specify a DNS server IP address manually.

It specifieghe secondary DNS server IP addresthefdevice
Secondary DNS Serve
If there are twoDNS server IP addresses, enter one in this box.

It specifies the name of theéevice The default name indicates tiroductmodel
and version.

Device Name You areeecommended to change the nane indicate the location of thelevice so

that you can easily identify the@evicewhenthere are multipledevices in the
network.

When the CPE is WISPand Routermodes, the pagés displayed as below
LAN Setup

MAC Address C8:3A:35:15:87:50
[P Address Type Static IP Address v
IP Address 192.168.2.1

Subnet Mask 2552552550
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Parameters desription

Name

MAC Address

IP Address Type

IP Address

Subnet Mask

Description
It specifies the MAC address of LAN port.

It specifies the type of obtaining an IP address. The defa8taisc IP Address
. Static IP AddressSpecify the IP address and subnet mask manually.

. DHCRDynamic IP AddressThe device obtains an #dressand subnet mask
from the upstream DHCP server in the network.

OT\P

If the IP Address Type is set to DHCP (Dynamic IP Address), you need to check
deviced IP address on the clients list of the DHCPeser/the upstream device, and
use this IP address to log in.

It specifies thee.AN IP address of the device.

It specifies the subnet mask corresponding to teNIP address of the device. The
default is255.255.255.0

6.1.2 Setthe LANIPaddressmanually

In this mode, you must manually set the IP address, subnet mask, gateway IP addreséSand D
server |IP addresses of tidevice Therefore, this mode is recommended if you need to deploy

only a fewCEPs

Configuration procedurs:

Step 1 Start a web browser on the computer connected to the CPE 188it168.2.1and ¢toose
Network >LAN Setufo enter the configuration page.

Step 2 SetlP Address Typw Static IP Address

Step 3 SetlP AddressSubnet MaskDefault Gateway, andPrimary DNS Servelf another DNS
server is available, s&econdary DNS Server the IP address of the additional DNS

server.
Step 4 ClickSave
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LAMN Setup

MAC Address  50:2B:7 3:FL10:AD
* [P Address Type Static |P Address v
* [P Address 192.168.2.100
* Subnet Mask 255255 255.0
* Default Gateway 192.168.2.254
* Primary DNS Server 3888
Secondary DNS Server 3824

Device Name o210

Step 5 ClickOKon the popup window.

MNote x

Flease click OK to confirm to change IF address.

After I[P address changed, please login with new IP address 192.168.2.100.

—End

6.1.3 Log in to the web Ul after changing the LAN IP address

After the configuration, if the new and original IP addresses belong to the same network segment,
you can log in to the web Ul of tlieviceby accessing the new IP address.

Otherwise, assign your computer an IP address that belongs to the same netarkrdeas the
new IP address of th@evicebefore loginwith the new IP addres&efer toHow to assign a fixed
IP address to your computéar Appendix for details.
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6.1.4 Set the device tmbtaining anLANIP addressautomatically

This mode enables thdeviceto automatically obtain an IP address, a subnet mask, a gateway IP
address, DNS server IP addressesigned by th®HCP servesf the upstream devicef a large
number ofdevices are deployed, you can adopt this mode to previé address conflicts and
effectively reduce your workload.

Configuration procedurs:

Step 1 Start a web browser on the computer connected to BREVisit192.168.2.1and doose
Network >LAN Setupo enter the configuration page.

Step 2 SetlP Address Typw DHCRDynamic IP Address)
Step 3 ClickSave

LAN Setup
MAC Address C8:3A:35:15:87:50
IP Address Type DHCP (Dynamic IP Add ¥
IP Address 192.168.2.1
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0
Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.0.0
Device Mame 04v1.0
-End

After completingthe configuration, if you want to Hog in to the web Ul of thdevice check the

new IP address on the web Ul of the upstream device which assigns the IP address to this device.
Ensure that the IP address of tmanagement computeand the IP address of thaevicebelong

to the same network segment, and access the IP address afeiViee Refer tostepsin the How

to assign a fixed IP address to your compipant to assign an IP address to the computer

manually.
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6.2 MACclone

This function is available only when tdeviceworks inWISPor Routermode.

6.2.1 Overview

If the CPE cannot access the internet after configuring internet settings, your ISP may have bound
your internet service account with the MAC address of your computer that was used to verify the
internet connectivity after you subscribed to the internet service. Therefore, only this computer
can access the internet with the account.

In this case, you regl to clone the MAC address of this computer to the WAN port of the CPE for
internet access.

6.2.2 Clorea MAC address

Select one of the following methods to clorfeetMAC address according to your networking
scenario.

Use the computer with the MAC address boutal your internet service for setup

Step 1 Connect the computer to thdevice

Step 2 Start a web browser on the computer connected to theEvisit192.168.2.1and doose
Network >MAC Clondo enter the configuration page

Step 3 ClickClone LocaMAC Address
Step 4 ClickSave

MAC Address C8:9C:DC:60:54:69

: Clone Local MAC Address Restore to Default MAC Address

---End
Use a device without the MAC address bound your internet service for setup

If you do NOT use the computer that can access the internet after it connects to the modem
directly to configure the CPE, but you know the Mai@ress of this computer, perform the
following steps:

Step 1 Connectadevice (such as a smart phone or tablet) to tlevice

Step 2 Start a web browsethe device visit192.168.2.1and dhvooseNetwork >MAC Clondo
enter the configuration page

Step 3 Enter the MAC addresof the computer that can acceghe internet in theMACAddress
box.

91



Step 4 ClickSave

MAC Clone

Clone Local MAC Address Restore to Default MAC Address

—-End

QTIP

If you want to restore the MAC address to factory settings, chdttevork > MACClone clickRestore
to Default MAC Addressand clickSave
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6.3 DHCPRserver
6.3.1 Overview

Thedeviceprovides a DHCP server function to assign IP addresses to oligmesLANBY default,
the DHCP server functionesabled

QT\P

If you change the LAN IP address of the CPE and the new and original IP addresses belong to different
network segments, the system changes the IP address pool of the DHCP server of the device, so that the
IP address pool and the new IP address of the LAN port belong to the same network segment.

6.3.2 Configue the DHCRerver

Step 1 Start a web browser on the computeonnected to the CPE, visit 192.168.2.1 and choose
Network >DHCP Servdo enter the configuration page.

Step 2 Enable theDHCP server

Step 3 Setthe parametersGenerally, you need to set onatewayAddressand Primary DNS
Server

Step 4 ClickSave

DHCP Server

% DHCP Server c
Start IP Address 192.168.2.100
End IP Address 192.168.2.200
Subnet Mask 2552552550
* Gateway Address 192.1668.2.254
* Primary DNS Server 8668
Secondary DNS Server 5.844

Lease Time 1day v

—End

QT\P

If another DHCP server is available on your LAN, ensure that the IP address podlevidhdoes not
overlapwith the IP address pool of that DHCP server. Otherwise, IP address conflicts may occur.

93



Parameters description

Name

DHCRserver

Start IPAddress

End IPAddress

Subnet Mask

GatewayAddress

Primary DNS Server

Secondary DNS &er

Lease Time

Description

It specifies whether to enable the DHCP server function ofithéce By default, it
isenabled

It specifies the start IP address of the IP address pool of the DHCP serve
default value i92.1682.100.

It specifies the end IP address of the IP address pool of the DHCP serve
default value i992.1682.200.

QTIP

The start and end IP addresses must belong to the same network segment as
address of the LAN port of thdevice

It specifies lhe subnet mask assigned by the DHCP server to clients. The d
value is255.255.255.0

It specifies the default IP address gateway assigned by the DHCP server to
Generally, it is the IP address of the LAN port of a routethenLAN.The default
value is192.1682.254.

QTIP

A client can access a server or host not in the local network segment only thi
a gateway.

It specifies the primary DNS server IP address assigned by the DHCP se
clients. The default value &8.8.8

QTIP

To enable clients to access the internet, set this parameter to a correct DNS
IP address or DNS proxy IP address.

It specifies the secondary DNS server IP address assigned by the DHCP s
clients. This parameter is optional.

It specifies the validity period of an IP address assigned by the DHCP serv
client.

When half of the lease time has elapsed, the client sends a DétLiest to the
DHCP server to renew the lease time. If the request succeeds, the lease t
extended according to the request. Otherwise, the client sends the request ¢
when 7/8 of thelease time has elapsed. If the request succeeds, the lease tit
extended according to the request. Otherwise, the client must request a
address from the DHCP server after the lease time expires.

It is recommended that you retain the default value.
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6.4 DHCRlient

With the DHCP server enabled, you can view details about the clients that obtain IP addresses
from the DHCP server, including host names, IP addresses, MAC addresses, and lease time.

To access the page, choasetwork > DHCRdient.

DHCP Client
a

1D Host Name IP Address MAC Address Lease Time

1 iPhone 192.168.2.133 1C:5C:F2:B4:40:08 23h 59m 44s

10 v Datas/Page
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6.5 VLANsettings

6.5.1 Overview

Thedevicesupports the IEEE 802NLAN function, so that it can be used@tworks with
QVLAN. By default, the function is disabled.

6.5.2 Set up VLAN

Step 1 Start a web browser on the computer connected to the CPE, visit 192.168.2chansk
Network >VLAN Settingso enter the configuration page.

Step 2 Enable the function.
Step 3 Set the parameters as needed.
Step 4 ClickSave

VLAN Settings

VLAN settings (@)

PVID 1
Management VLAN 1

WLAN VLAN ID 1000

—End

Parameters description

Name Description

VLAN Settinas It specifiesvhether to enable the VLAN function of this deviBg.default, it is
9 disabled. Aftethe VLANunctionis enabled,the PoE/LANport is used astrunk port.

PVID It specifieghe ID of the default native VLAID of the trunk port. The default ID &

After the VLANunctionis enabled, thé>oE/LANport is used ag trunk port.

It specifieghe ID of the management VLAN of this device. The default1DAler

Management VLAN  changing the management VLAN, you can manage this device only after connect

your computer to the new management VLAN.

It allows you to set a VLAN ID for the wireless network of this deBicdefault, it is

set to1000
WLANVLAN ID
After the VLANunctionis enabled, the WLAN interface functions asaacess port,

whose PVID is the same as VLAN ID.
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After the IEEE 802.1Q VLAN settings take effectketwith tag will be forware@dto the ports of
the corresponding VLAN according to the VID ofpgaeket andpacketwithout tag will be
forwards to the ports of the corresponding VLAN according to tH®PYthe port.

Thefollowingform shows the details about how differelk type portsaddresseceived packets

Type of Receive®ackets

Type of the Port TransmittedPackets
Packetwith Tag Packetwithout Tag
ACCESS Strip the' tag in the packet and then
forward it

Forward the datdo the Forward the data to the

ports of the ports of the _ .

corresponding VLAN  corresponding VLAN _VID PVIDof the port, strip th? tag
Trunk based on the VIln the  based on the PVID of I the packet and then forward it

tag. orts
g P VID # PVID of the port, retain the ta

in the packet and then forward it

6.5.3 Exampleof configuring VLANsettings

Networking requirement

You use CPEs to set up CCTV surveillance networks. CREAE#hdre used to connect to IP
cameras in different places and cannot communicate with each other.

You can assign CPE1 and CPE2 to different VLANS.

Assume that:
i CPEL1l is assigned to VLAN10, and CPE2 is assigned to VLANZ20.

i The router in the network support&EE 802.1Q VLAN and enables two DHCP servers
which belong to VLAN10 and VLAN 20 respectively.
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Network Topology

Switch Router

The connections of the switch

i The router is connected to the uplink port
i CPEL1 is connected to port 1
i CPEZ2 is connected to pdt

Configuration procedurs
Step 1 Setup CEL1L.
1. Log in to the web Ul of CPE1, and chddséwvork >VLAN Settings
2. Enable the function.
3. SetManagement VLANoO 1.
4. SetWLAN VLAN I 10.
5. ClickSave

VLAN Settings

VLAN Settings ()

PVID 1 (Range: 1 to 4094)
Management VLAN 1 (Range: 1 to 4094)
WLAN VLAN ID 10 (Range: 1 to 4094)
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6. ClickOKon the popup window, and wait until the CPE1 completes reboot.
Step 2 Set theWLAN VLAN IDf Base Station 2 t80 according to the steps ifiep 1.

Step 3 Setup the switch as shown in the following table.
The followingtable shows the configuration on the switch:

Ports of the Switch VLAN IDAllow the packets Type of Port PVID
belongingto the following VLANSs
to acces}
Uplink port (Connected 1,10,20 Trunk 1
to a router)
Port 1 (Connected to 1,10 Trunk 1
CPE1)
Port2 (Connected to 1,20 Trunk 1
CPE2)

Keep the default settings for the parameters which are not mentioned Heeéer to the user
guide of the switch for details.

The following form shows the configuration on the router:

Enables two DHCP servers on thater, and assign them to VLAN10 and VLANZ20 respectively.

Port of the router is VLAN IAllow the packets Type of Port PVID
connected to belongingto the following VLANS

to access)
The switch 10, 20 Trunk 1

Refer to the user guide of the router fdetails.

---End
Verification
If the router enables two DHCP servers which belong to VLAN10 and VLANZ20 respectively, the IP
camera connected to the CPEL1 obtains an IP address and related parameters from the DHCP

server belonging to VLAN10, and the IP cantamnected to CPE2 obtains these parameters from
the DHCP sever belonging to VLAN20.
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Wireless

7.1 Basic

This module enables you to dedisic wireless settings the device includingSSIiErelated
parameters network mode channel, transmit power and so on

/.1.1 Chang the basicsettings
To change the basic settings of an SSID, perform the following prosedure

Step 1 Start a web browser on the computer connected to the CPE, visit 192.168.2.1 and choose
Wireless>Basic

Step 2 Change the pameters as required. Generally, you only nee@nable the wireless
function, and changesSIDChanneland Security Modesettings.

Step 3 ClickSave
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Basic

Enable Wireless '(:)

Country/Region China v

* SSID Connect me

Broadcast SSID @ Enable Disable
Network Mode 11a/n v
*hannel 36(5180MHz) v

Channel Shift Enable ® Disable

Transmit Power

Channel Bandwidth 20MHz v
Transmit Rate Auto v
*Security Mode WPAZ-PSK v

Encryption Algorithm @ AES TKIP TKIP&AES
Key | ssssssne e

Key Update Interval ]
I[solate Client Enable # Disable

Max. Number of Clients 48

---End
Parameters description
Name Description
EnableWireless It specifies whether to enable theireless functionBy default,it is enabled.
It specifiescountry or region where this device is located. You can select the cot
Country/Region or region to ensure that this device complies with the chamagllations of the
country or region.

SSID It specifieghe wireless network name.

It specifiesvhether to broadcast the SSID.

Broadcast SSID When the device broadcasts an SSID, wireless clients can detect the SSID. Wh
parameter is set tdisable the device does not broadcast the SSID and nearby
wireless clients cannot detect the SSID. In this case, you need to enter the SSII
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Name

Network Mode

Channel

Channel Shift

Transmit Power

Channel Bandwidth

TransmitRate

Security Mode

Description

manually on your wireless client if you want to connect to the wireless network
corresponding to the SSID. This to someeixenhances the security of the wireles
network.

It specifieghe wirelessnetwork mode of this devicelThe available options include
11a, 11n, and 11a/n.

. 1la: It indicates that clients compliant with the 802dlfrotocol can connect to
the device

. 11n: It indicates that clients working &GHz and compliant with 802.a4tan
connect to thedevice

. 11a/n: Itindicates that all clients working &tGHz and compliant with the
802.11a0r 802.11n protocol can connect to tlikevice

It specifieschannel in which this device operatésuto indicates that this device
automatically changes to a channel rarely used in the ambient environment to
prevent interference.

It specifies the shift of the channel center frequencythiis function enabled, the
channel center frequency shiftsNBHz based on the frequency defined by the IEE
802.11 standard, so that the device can exchange data on less interference che

It specifieghe transmit power of this deice.

Higher number indicates wider WiFi coverage. Setting a proper transmit power
improve theperformanceand security of the wireless network.

It specifies the bandwidth of the operating channel afieelessnetwork. The
channelbandwidth varies from different network modes. Please select it based ¢
your actual operating environment¥When setting tcAuto, the devicecan switch its
channel bandwidttamong 10MHz20 MHz 30MHzand 40 MHz based on the
ambient environment.

It specifieswireless transmission rate of the devidguto is recommended.

The maximum negotiation rate varies from different channel bandwidths and
network modes. Refer to the web Ul of the device for details.

A wireless network useadio, which is open to the public, as its data transmissio
medium. If the wireless network is not protected by necessary measures, any cl
can connect to the network to use the resources of the network or access
unprotected data over the network.

To easure communication security, transmission links of wireless networks must
encrypted for protection.

The device supports various security modes for network encryption, including N
WEP, WPA&SK, WPARSK, Mixed WPA/WPASK, WPA, and WPA2.

. None It indicates thathe WiFi network allows anyireless cliento connect to it
This option is not recommended because it affects network security.

. WEP It uses a static key to encrypt all exchanged data, and ensures that a wil
LAN has the same level of security as a wired LAN. Data encrypted based on
can be easily cracked. In addition, WEP supports a maximum wireless netwot
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Name

Encryption Algorithm

Key

Key Update Interval

Isolate Client

Description

throughput of only 54Mbps. Therefore, this security mode is not recommendec

. WPAPSKWPA2PSKMixed WPA/WPAZPSKThey belong to preshared key or

personal key modes, where Mixed WPA/WH2ZK supgrts both WPAPSK and
WPA2PSK.

WPAPSK, WPARSK, and Mixed WPA/WRRSZK adopa preshared key for
authentication, while theCPEyenerates another key for data encryption. This
prevents the vulnerability caused by static WEP keys, and makes the three se
modes suitable for ensuring security of home wireless networks.

Neverthekss, because the initial pghared key for authentication is manually s¢
and all clients use the same key to connect to the s@R&the key may be
disclosed unexpectedly. This makes the security modes not suitable for scene
where high security isequired.

To address the key management weakness of WBK and WPARSK, the WiFi
Alliance puts forward WPA and WPA2, which use 802.1x to authenticate clier
and generate data encryptigoriented root keys. WPA and WPA2 use the root
keys to replace the grshared keys that set manually, but adopt the same
encryption process as WHZSK and WPARSK.

. WPAWPA2 WPA and WPA2 uses 802.1x to authenticate clients and the logir

information of a client is managed by the client. This effectively reduces the
probabiity of information leakage.

In addition, each time a client connects to an AP that adopts the WPA or WP/
security mode, the RADIUS server generates a data encryption key and assic
to the client. This makes it difficult for attackers to obtain the ke

These features of WPA and WPAZ2 help significantly increase network securit'
making WPA and WPA2 the preferred security modes of wireless networks th
require high security.

It specifies the encryption algorithm correspondingtie selected security mode. I
Security Mode is set to WPRSK, this parameter has the AES and TKIP values. |
Security Mode is set to WPAZSK or Mixed WPA/WPARZSK, this parameter has th
AES, TKIP, and TKIP&AES values.

. AESIt indicates the Advanced BEgption Standard.

. TKIP It indicates the Temporal Key Integrity Protocol. If TKIP is used, the max

wireless throughput of th€PHs limited to 54 Mbps.

. TKIP&AES indicates that both TKIP and AES encryption algorithms are

supported. Wireless clieatcan connect to the wireless network corresponding
the selected SSID using TKIP or AES.

It specifies a preshared WPA key. It consists of 8 to 63 ASCII characters or 8 to
hexadecimal characters.

It specifiednterval at which a WPA key is updated. A shorter interval leads to hi¢
security. The valu@ indicates that no key update is performed.

. Enable: Clients connected to this SSID cannot communicate with each other,

improves the wirelss network security.

. Disable: Clients connected to this SSID can communicate with each other. Th
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Name Description

default is Disbale.

This parameter specifies the maximum number of clients that can connect to thi
wireless network corresponding tm SSID. If the number is reached, the wireless
network rejects new connection requests from clients. This limit helps balance I
among devices.

Max. Number of Clients

WEP
Authentication Type Open v
Default Key Key 1 v
Key 1 12345 ASCIL -
Key 2 12345 ASCIL -
Key 3 12345 ASCI
Key 4 12345 ASCI »

Parameters description
Name Description

It specifies the authentication type for the WEP security mode. The options incluc
Openand Shared The options share the same encryption process.

. Open It specifies that authentication is not required and data exchanged is
encrypted using WEP. In thiase, a wireless client can connect to the wireless
network corresponding to the selected SSID without being authenticated, and tl

Authentication Type data exchanged between the client and the network is encrypted in WEP secur
mode.

. Shared It specifies that a shared ké&yused for authentication and data exchange
is encrypted using WEP. In this case, a wireless client must use a preset WEP
connect to the wireless network corresponding to the selected SSID. The wirele
client can be connected to the wireless neik only if they use the same WEP ke

It specifies the WEP key for tlépenor Sharedencryption type.

Default Key For example, if Default Key is set to Security Key 2, a wireless client can connect
wireless network corresponding to the select88ID only with the password specifie
by Security Key 2.

Enter WEP key. You can enter four keys, but only the key specified in the Defauli

Key 12/3/4 takes effect.
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Name Description

It indicates that a key selected for ti@penor Sharedauthentication type cotains
ASCII ASCltharacters.

5 or 13 ASCII characters are allowed in the key.

It indicates that a key selected for ti@penor Sharedauthentication type contains

Hex hexadecimal characters.

10 or 26 hexadecimal characters (rang€,@&f, and AF) are allowd in the key.

WPAPSK, WPAPSK, and Mixed WPA/WPA2SK

Security Mode WPRPAZ-PSK v

[ None '

Encryption Algorithm WEP IP&AES
WPA-PSK

B O T
Key Mixed WPAMWPAZ2-PSK :
WPRA :
I LN S ;

Key Update Interval —o [

Parameters description
Name Description

It indicates the personal or prehared key security mode, including WP8K,
WPA2PSK, and Mixed WPA/WRRSK.

. WPAPSKIt indicates thathe wireless network corresponding to the selected
SSID is encrypted using WP8K.

Security Mode - WPA2PSK It indicates that the wireless network corresponding to the selectec
SSID is encrypted using WPRZK.

. Mixed WPA/WPAZPSK It indicates that wireless clients cannnect to the
wireless network corresponding to the selected SSID using eitherR®RAor
WPA2PSK.

It specifies the encryption algorithm corresponding to the selected security mod
Security Mode is set to WPRSK, this parameter has the AES and TKIP values. |
Security Mode is set to WPAZSK or Mixed WPA/WPA&ESK, this parameter has th
AES, TKIRnd TKIP&AES values.

. AES It indicates the Advanced Encryption Standard.

Encryption Algorithm
. TKIP It indicates the Temporal Key Integrity Protocol. If TKIP is used, the max

wireless throughput of the AP is limited to 54 Mbps.

. TKIP&AESt indicates that both TKIP and 3\Encryption algorithms are
supported. Wireless clients can connect to the wireless network correspondini
the selected SSID using TKIP or AES.
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Name Description

Ke It specifies a preshared WPA key. A WPA key can contain 8 to 63 ASCII characl
y 8 to 64 hexadecimalharacters.
It specifies the automatic update interval of a WPA key for data encryption. A

Key Update Interval shorter interval results in higher data security.

The value 0 indicates that a WAP key is not updated.

WPA and WPA2
Security Mode WPA v
RADIUS Server
RADIUS Port 1812
Encryption Algorithm @ AES TKIP TKIP&AES

RADIUS Password
Key Update Interval 0
Isolate Client Enable ® Disable

Max. Number of Clients 48

Parameters description
Name Description

TheWPAand WPA2options are available for network protection with a RADIUS
server.

. WPA It indicates that the wireless network corresponding to the selected SSI!

Security Mode encrypted using WPA.

. WPA It indicates that the wirelessetwork corresponding to the selected SSID |
encrypted using WPA.

RADIUS Server It specifies the IP address of the RADIUS server for client authentication.
RADIUS Port It specifies the port number of the RADIUS server for client authentication.
RADIU®assword It specifies the shared password of the RADIUS server.

It specifies the encryption algorithm corresponding to the selected security mod
The available options includeESTKIR andTKIP&AES

Encryption Algorithm . AESIt indicates the AdvancechEryption Standard.
. TKIP It indicates the Temporal Key Integrity Protocol.
. TKIP&AES indicates that both TKIP and AES encryption algorithms are
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Name Description

supported. Wireless clients can connect to the wireless network correspondin
the selected SSID using FKIr AES.

It specifies the automatic update interval of a WPA key for data encryption. A

Key Update Interval shorter interval results in higher data security.

The value 0 indicates that a WAP key is not updated.

/.1.2 Set up anon-encryptedwirelessnetwork
Networking requirement

Aresidentialcommunity uses th€PHo deployits network for video surveillance. It requires that
the SSID is FREE and there is no WiFi password.

Network topology

)) SSID: FREE
Tenda )

Router

vore Switch

| aasas

-

Comnouter

Configuration procedure

Step 1 Start a web browser on the computer connected to the CPE, visit 192.168.2.1 and choose
Wireless>Basic

Step 2 Change the value of th®SIDext box toFREE
Step 3 SetSecurity Modeto None.
Step 4 ClickSave
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* Enable Wireless

Country/Region

* SSID

Broadcast SSID

MNetwork Mode

Channel

Channel Shift

Transmit Power

Channel Bandwidth

Transmit Rate

* Security Mode

Isolate Client

Max, Number of Clients

O

| China v
FREE
® Enable (O Disable
| ttain v
| 36(5180MHz ) hd
) Enable  ® Disable
1dBm 23dBm
| 20MHz ¥
| Auto A
| Mone v
0 Enable @ Disable
48 (Range: 1 to 128)

Save | Cancel

—End

Verification

Wireless devices can connect to théreless networkvhose SSID ERERvithout a password.
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/.1.3 Set up awirelessnetwork encryptedusingWPA2PSK
Networking requirement

A factory uses CPEs to settapset up a wireless network. It requirésat the wireless network
hasa certain level of securityn this caseyWPA2PSKmnode is recomranded. See the following
figure.

Network topology

SSID: Factory

o ))) Key: 87654321

Computer

Configuration procedure

Step 1 Start a welbrowser on the computer connected to the CPE, visit 192.168.2.1 and choose
Wireless>Basic

Step 2 Change the value of the SSID text bokeotory.

Step 3 SetSecurity Modeto WPA2PSKand Encryption Algorithmto AES
Step 4 SetKeyto 87654321

Step 5 ClickSave
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Basic

Enable Wireless

Country/Region

* SSID

Broadcast SSID

MNetwork Mode

Channel

Channel Shift

Transmit Power

Channel Bandwidth

Transmit Rate

* Security Mode

* Encryption Algorithm

* Key

Key Update Interval

Isolate Client

Max. Number of Clients

©

‘ China v
Factory

® Enable O Disable

‘ 1aln v

‘ 36(5180MHz) v

() Enable ® Disable

1dBm 23dBm
‘ 20MHz v
‘ Auto v
‘ WPA2-PSK v
® AES O TKIP O TKIP&AES
........ At
0 s (Range: 60 to 99999, 0 indicates that no key

update is performed.)
() Enable  ® Disable

48 (Range: 1 to 128)

Save | Cancel

—End

Verification

Wireless devices can connect to threless network nameéactorywith the password

87654321
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/.1.4 Set up awirelessnetwork encryptedusing WPA or WPA2
Networking requirement

A higHy secural wireless network is required and a RADIUS server is availalthes case, WPA or
WPA2mode is recommendedee the following figure.

Network topology
RADIUS Server IP: 192.168.2.200
Switch Router
‘ | —
CPE IRddress; . J | T [ ] |
192.168.2.1

I

Computer

Configuration procedure

To onfigure the CPE:
Assume that

The IP address of the RADIUS serv&épi1682.200, the Key i42345678 and the port number
for authentication isL812

The SSID of thePHs hot_spot, security mode is WPA2, and timeryptionalgorithmis AES.

Step 1 Start a web browser on the computer connected to DREVisit192.168.2.1and ¢toose
Wireless>Basic

Step 2 Change the value of the SSID text bokdb spot.
Step 3 SetSecurity Modeto WPA2

Step 4 SetRADIUS ServeRADIUSort, andRADIUS Passwotd 192.168.0.2001812 and
1234567&espectively.

Step 5 SetEncryption Algorithmto AES
Step 6 ClickSave
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Basic

Enable Wireless
Country/Region
* SSID
Broadcast SSID
Network Mode
Channel
Channel Shift

Transmit Power

Channel Bandwidth
Transmit Rate

* Security Mode

* RADIUS Server

* RADIUS Port

* Encryption Algorithm
* RADIUS Password
Key Update Interval
Isolate Client

Max. Number of Clients

To onfigure the RADIUS server

QTIP

Windows 2003 is used as an example to desdriie to configure the RADIUS server.

©

China v
hot_spot

® Enable Disable
11aln v
Auto v
Enable ® Disable
20MHz v
Auto v
WPAZ v

192.168.2.200

1812
® AES TKIP TKIP&AES
et
0
Enable ® Disable
48 Range: 1 to 128

Cancel

Step 1 Configure a RADIUS client.

1. In the Computer Managementlialog box, doublelickinternet Authentication Service

right-clickRADIUS Clientgand chooséNew RADIUS Client
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':;;.F' Internet Authentication Service
File  Acton  “iew Help
o [Bm e HE| 2
@;3 Friendly Mame | Address |
D Femote foces:  Mew RADIUS Client There are no items to show in this view,
% Remote Access N 5
=1 Connection Re hew
% Connection  Wiew »
7] Remote R,
Refrezh
Ew=part List...
Help
1] | i3
|New Client | |

2. Enter a RADIUS client name (which can be the name @ ®feand the IP address of the
CPEand clickNext.

New RADIUS Client E3 l

Name and Address

Type a friendly name and either an IP Address or DNS name for the client.

Friendly name: I root

Client address [IP or DNS]):
[192.168.2:1 verly... |

I

IP address of the CPE

¢ Back Next > Cancel

3. Enter12345678n the Shared secreand Confirm shared secraext boxes, and clickinish
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New RADIUS Client

Additional Information

If you are using remote access policies based on the client vendor attnbute. specify the

vendor of the RADIUS client.
.Qllart-\l' ......................................................................
i [RaDIUS Standad =]
Shared secret I xxxxxxxx
:  Confim shared secret I ********
[ Bequest must contain the Message Authenticator attribute T

Password same as that  specified
by RADIUS Password on the CPE.

< Back I Fmish ; Cancel

Step 2 Configure a remote access policy.

1. RightclickRemote Access Policiesd chooséNew Remote Access Policy

“# Internet Authentication 5ervice M= E3 |
Ele Acton View Help |
e~ B0 PE @ |
[®: Intemet Autheniication Service [Local) Name | Order |
,—fl RADIUS Clients ) .E:}' Connections to Miciosolt Routing and Remole 4. 1
" Remote Access Loggin - & Connections to olhet access servers 2
m-nfowdimﬁeweﬂpr":fﬂ;ﬁ'ﬁ ....... (iR E . : .... E
Mew 3
Wiews b
Redresh
Ewpost List...
Heln
Mew Remate Access Policy |
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2. IntheNew Remote Access Policy Wizatidlog box that appears, clidkext

Welcome to the New Remote
Access Policy Wizard e |

This wizard helps you set up a remote sccess policy,
which iz 3 set of conditions that detenmine which
connechon requests are granted access by this server,

i/: Inkenet A
1 RADIL
] Rema

5&’ Remo

#-_1 Conre

To contnue, chck Mext

#istat| | (3 @  |[® intemet Authenticati . 2, dnsmgmt - [DNSWWIN200.. @@ 23PM

3. Enter a policy name and cliblext

MNew Remote Access Policy Wizard x|

Policy Configuration Method rf:)
The wizard can create a typical policy, or you can create a custom policy. ﬁlj}

Haw dao pau want ba zet up thizs palicy?
¥ Usze the wizard to zet up a typical policy for a comman scenario

" Setup a custom policy

Type a name that describes this policy.

Example: Authentizate all %P connechions.

¢ Back I Meut = I Cancel
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4. SelectEthernetand clickNext.

New Remote Access Policy Wizard i x|

Access Method
Policy conditions are based on the method used to gain access to the network.

Select the method of access for which you want to create a policy.

" VPN
Use for all VPN connections. To create a policy for a specific VPN type, go back to the
previous page, and select Set up a custom policy.

" Dialup
Use for dial-up connections that use a traditional phone line or an Integrated Services
Digital Network (ISDN] line.

" Wireless
Use for wireless LAN connections only.

Cancel

5. SelectGroupand clickAdd.

New Remote Access Policy Wizard i x|

User or Group Access
You can grant access to individual users, or you can arant access to selected
qroups.

Grant access based on the following:

" User
User access permissions are specified in the user account.

Group hame:

Add... l

Hemove

| < Back I Negt > l Cancel |

6. Enter802.1xin the Ente the object names to seledext box, clickCheck Namesand click
OK
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Select thiz abject type:

IGrnups Object Tupez... |

Erom thiz lazation:

I comba.com Locations...
e D
| 802.1x :| Check Names

Advanced... | ‘ ....... I:IK ....... E Cancel

&
7. SelectProtected EAP (PEABN) clickNext.
%

Authentication Methods
EAP uses different types of security devices to authenticate users.

Select the EAP type for this policy.

Type:
:| Protected EAP (PEAP)

R R R R E N E N NN AN EEEEE AN NN N EENEEEEREEREEEEEEEEEEREE

< Back i Next > E Cancel
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8. ClickFinish The remote access policy is created.

New Remote Access Policy Wizard : |

Completing the New Remote
Access Policy Wizard

You have succeszziully completed the Hew Remote Access
Palicy YWfizard. Y'ou created the following palicy:

raat

Conditions:
MAS-Port-Type matches "' Ethernet' AND
Windowws-Groups matches "COMBAN02 1 x"

Authentication: EAP[Protected EAP [PEAF]]

Encryption: Baszic, Strong, Strongest, Mo enciyption

To cloze this wizard, click Finish.

< Back Cancel i

9. Rightclickroot and choosdProperties SeleciGrant remote access permissipgaelect
NASPort-Type matches "Ethernet"” ANDand clickedit

Sethings |

Specify the conditions that connection requests must match.

Palicy conditions:

: t-Tvpe matches "ENrmEt ANLU
Windows-Groups matches "COMBAW02 1 %"

Add... | ------ Edlt ..... i Bemove

|f connechion requests match the canditionz zpecified in thiz palicy, the
azsnciated prafile will be applied to the connection.

Edit Prafile... |

IInlezs individual access permizsions are zpecified in the uzer prafile, this
paolicy controls access to the nebwork:.

If a connection request matches the specified conditions:
" Deny remate access permission

i+ Grant remote access permission

0k, I Cancel Spply
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10. SelectWirelessc Other, clickAdd, and clickOK

NAS-Port-Type EHE
Available ypes: Selected ypes:
PIAFS ;I : Ethernet

SDSL - Symmetric DSL 3 Wireless - IEEE 850211

Sync [T1 Ling] << Bemove |
Token Ring

“irtual CVPR)

Wirelezs - [EEE 80211

4D - Digital Subscri

4| I 4

11. Clickedit Profile click theAuthenticationtab, configure settings as shown in the following
figure, and cliclOK

Edit Dial-in Profile , 21 x|

. Diakin Constiines | 1P | Muitiink
: Authentication: l Encryption ] Advanced I

IV Microsoft Encrypted &uthentication version 2 (MS-CHAP v2)
[ User can change password after it has expired

IV Microsoft Encrypted Authentication (MS-CHAP)
™ User can change password after it has expired

v Enciypted authentication [CHAP)

v Unencrypted authentication [PAP, SPAP)

Unauthenticated access

Allow clients to connect without negotiating an authentication
v
method.

oK l Cancel I Apply l

12. When a message appears, clidé

Step 3 Configure user informatiorCreate a user and add the user to gr&(2.1x
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To onfigure yourwireless device

OT\F’

Windows 7 is taken as an example to describe the procedure

Step 1 ChooseStart > Control Panel clickNetwork and Internet clickNetwork and Sharing
Center, and clickManage wireless networks

f=lfe ]
@qu‘: v Control Panel » Metiwork and Internet » Metwork and Shating Center - |&’ ‘ | Search Control Pansl 0 |
Control Panel H ®
ontrol Panel Home . . . . .
iaansssncannsea s RREEEE View your basic network information and set up connections
E Manage wireless networks E [ " i ) See full map
B e s ers cocn o0 ; (L\ |_"-' L) L
Ch dapter setti -
HEE ADMIN-PC Network 4 Internet
Change advanced sharing (This computer)
=2 View your active networks Connect or disconnect
l Network 4 Access type: No Internet access
i .
2z Work network Connections: ) Local Area Connection 5
Change your networking settings
dﬁ;- Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
E. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
*% Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
See also Tl.'cubleshcct prcb.\r:m: . .
Diagnose and repair network problems, or get troubleshooting information,
HomeGroup
Internet Options
Windows Firewall

Step 2 ClickAdd.

BN B =™

@u'hﬂﬂ b Control Panel » Mebwork and Internet v Manage Wireless Metwaorks - | 5 | | Search Manage Wireless Networks sl |

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect te these networks in the order listed below,

E Add : Adapter properties  Profiletypes  Network and Sharing Center

rrrer

0 items

I 11!5!
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Step 3 ClickManually create a netwok profile.

) ! Manually connect to a wireless network

AW Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profiles
for the network on your computer. You need to know the network name (551D) and =

% Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Cancel

Step 4 Enter wireless network information, sele€bnnect even if the network is not
broadcasting and clickNext.

o] ® ==

@ !l Manually connect to a wireless netweork

Enter information for the wireless network you want to add

© Metwork name: hot_spot .

: : Same as theecurity mode
P Security type: (WPAZ-Enterprise v] i of the SSIDof the CPE

¢ Encryption type: [AES v]

Security Key: : [ Hide characters
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Step 5 ClickChange connection settings

E=REcR =
&, 2! Manually connect to a wireless network
Successfully added hot_spot
= Change connection settings
Open the connection properties so that [ can change the settings.
Step 6 Click theSecuritytab, selectMicrosoft: Protected EAP (PEARNd clickSettings
hot_spot Wireless Metwork Properties @

Security bype: [WPAE-Enterprise 7 ]
Erncrvption type: [.ﬁ.ES - ]
IChonse 4 nebwaork, authentication roethod:.... ..,
| Micrasoft: Protected EAP (PEAP) v { Settings E

Remember my credentials for this connection each
kirne I'm logged on

Advanced settings

(] 4 ] [ Cancel
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Step 7 Deselectvalidate server certificateand clickConfigure

Protected EAP Properties @

Yalidate server certificatel

Connect to these servers:

Trusted Rook Certification Authorities:

Baltimore CyberTrust Roat

Class 3 Public Primary Certification Authority
GlobalSign Rook Ca

Microsaft Foot Authority

Microsoft Rook Certificate Authority
Microsoft Rook Certificate Authority 2011

Thawte Timeskamping CA -
4 m b

m

Do not prompt user to authorize new servers or trusted
certification autharities.

Select Authentication Method:

Secured password (EAP-MICHAP +2) hd | | Configure. ..

| Enable Fast Reconnect
Enforce Mekwork Access Protection
Disconnect if server does not present cryptobinding TLY

Enable Identity Privacy

[ Ck ]| Cancel |

Step 8 DeselectAutomatically use my Windows logon name and password (and domain if any)
and clickOK

E&P MSCHAP2 Properties ==

Wwhen connecting:

Automnatically uze my Windows logon name and =
pazzword [and domain if any). .
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Step 9 ClickAdvanced settings

hot_spot Wireless Network Properties @

Security bype: [wPise-Enterprise -]

Encryption bype: ’AES ']

Choose a network authentication method:

[Microsoft: Protected EAP (PEAP) ~ | [ Setiings

Remember my credentials For this connection each
time I'm logged on

[ 04 ] [ Cancel ]

Step 10 Selet User orcomputer authenticationand clickOK

Advanced settings @
802.1% sethings | 502,11 settings

Save credentials

Delete credentials for all users

[T]Enable single sign on for this network

(@) Perform immediately before user logon
Perform immediately after user logon
Maximum delay {seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virkual LAMNs For machine
and user authentication

Cancel
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Step 11 ClickClose

'\J‘ 2! Manually connect to a wireless network

Successfully added hot_spot

2 Change connection settings
Open the cennection properties so that I can change the settings.

[E=8 Bl 5
@Uv\,ﬂm » Control Panel » Network and Internet b Manage Wireless Metwarks « [ 4 | [ Search Manage Wiretess ietworks ol
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Network and Sharing Center @

Networks you can view, modify, and reorder (1) A
~  hot_spat Security: WEP Type: Any supported
A
0 iterns

L

Step 12Click the network icon in the lowerght corner of the desktop and choose the wireless
network of theCPE gch ashot_spotin this example.

Currently connected to: £ =

|"h Network 4 =

A Internet access B

Wireless Metwork Connection ~

hot_spot oL

Connect automatically :
Open Network and Sharing Center
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Step 13In the Windows Security dialog box thegipears, enter theiser name and passwoset
on the RADIUS server and cl2K

Windows Security

Network Authentication

Please enter user credentials
—
e |
l ]

—End

Verification

Wireless devices can coect to the wireless networkot_spot.
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7.2 Advanced

This module enables you to adjust the wirelpssformance. You are recommended to configure it
under the guide of a professional.

ChooséWNireless> Advancedto enter the page.

Advanced
da
WMM @ Enable Disable
APSD Enable ® Disable
Minimum RSSI Threshold Enable ® Disable
Preamble Short Preamble ® Long Preamble
TD-MAX Enable # Disable
Signal Transmission @ Coverage-oriented ) Capacity-oriented
TPC @ Enable Disable
Signal Reception Level Auto v
Transmission Distance 3 O Auto km (Range: 0.1 to 20, default: 3)
Beacon Interval 100 ms {Range: 40 to 999, default: 100)
Fragment Threshold 2346 (Range: 256 to 2346, default: 2346)
RTS Threshold 2347 (Range: 1 to 2347, default: 2347)
DTIM Interval 1 (Range: 1 to 255, default: 1)
Signal LED] Threshold -30 dBm (Range: -99 to 0, default: -90)
Signal LED2 Threshold -80 dBm (Range: -99 to 0, default: -80)
Signal LED3 Threshold -0 dBm (Range: -99 to 0, default: -70)

Save Cancel
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Parameters description

Name

WMM

APSD

Minimum RSSI

Threshold

Preamble

TDMAX

Signal Transmission

Description

WMM (Wi-Fi Multrmedia)is a wireless QoS protoawmlakingpackets with higher
priorities are transmitted earlier. This ensures better QoS of voice and video
applications over wireless networkéou are recommended toonfigure the
advanced setting instructed by professional.

It specifies whether to enabline Automatic Power Save Delivery (APSD) mode.
APSD is a WMM power saving protocol created byMalliance. Enabling APSD
helps reduce power consumption. By default, this mode is disabled.

It specifies the minimum strength ofceived signals acceptable to this device. If
the strength of the signals transmitted by a wireless device is weaker than this
threshold, the wireless device cannot connect to this deuicthere are multiple
devices in a network, setting a proper valhelps wireless devices connect to WiF
network with better WiFi signal.

It specifies ayroup of bits located at the beginning of a packet to enable a recei
of the packet to perform synchronization and prepare for receiving data. By det
the Long Preamble option is selected for compatibility with old network adaptet
installed on wireless clients. To achieve better synchronization performance of
networks, you can select the Short Preamble option.

TDMAX is Tenda's proprietary Tirbévision Multiple Access (TDMA) polling
technology. lallows multiple clients to share the same channel for accessing to
network. With theTDMAXenabled, theCPEassigns time slots to each client, and
transmits data according to the assigned time slatshieving?ointAtoAMultiPoint
(P2MP)connections.

After the TDMAXis enabled, theCPE

~Avoidsi KS  a KA RRS Yy ,whiglRoSciirs wiiliPamdd& i¥ visible from a
wireless AP, but not from other nodes communicating with the originating AP

. Reduces latecy.
. Improvesthroughput andanti-interferenceperformance.

Improves overall performance in PafwAMultiPoint (RMP) installationsand
increases the maximum possible number of users that can associate with an A
uses TEMAX.

gNOTE

If TBMAX is enabled, the device operates inNMIBX mode and only accepts
connections from TIMAX devicesAndyou cannot connect standard Wi devices,
such as laptops, tablets, or smart phones, to @RE

It specifies the wall perieating capability of thedevice

. Coverageoriented: With less interference nearby, this mode enablesdigice
to cover wider area.

. Capacityoriented: With strong interference nearby, thisade improves the
devicel anttinterference capability
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Name

TPC

Signal Reception Level

Transmission Distance

Beacon Interval

Fragment Threshold

RTS Threshold

DTIM Interval

Signal LED2/3
Threshold

Description

TheTransmit Power Control (TPC) function decreases the TX power of this dev
automatically to improve the negotiation rate whéime two devices are too close

By default when thereceived signal strengtis greater than25 dBm, the device
decreases its TX powérhe received signal strength can be checked oratis >
Wireless Statupage.

It isused to adjust the signal reception level. A higher level leads to better sign:
reception capability, but lower throughpufdjust the level based on your actual
situation.

It specifies thewireless transmission distance of this device. You can set it base
the actual installation distance.

It specifies thanterval at which this device sends Beacon franB&acon frames
are sent at the interval to announce the existence of a wireless network. Gener
a smaller interval allows wireless clients to connect to this device sooner, while
larger interval allows the wireless network to transmit data quicker.

It specifies thehreshold of a fragment. The unit is byte.

Fragmenting is a process that divides a frame into several fragments, which ar
transmitted and acknowledgeskparately. If the size of a frame exceeds this
threshold, the frame is fragmented.

In case of a high error rate, you can reduce the threshold to enable this device
resend only the fragments that have not been sent successfully, so as to incree
the frame throughput.

In an environment with little interference, you can increase the threshold to red
the number of frames, so as to increase the frame throughput.

It specifies thédrame length threshold for triggering the RTS/@Teghanism. If a
frame exceeds this threshold, the RTS/CTS mechanism is triggered to reduce
conflicts. The unit is byte.

Set the RTS threshold based on the actual situation. An excessively small valu
increases the RTS frame transmission frequency andviddtfurequirement. A
higher RTS frame transmission frequency enables a wireless network to recove
from conflicts quicker. For a wireless network with high user density, you can
reduce this threshold for reducing conflicts.

The RTS mechanism requires samévork bandwidth. Therefore, it is triggered
only when frames exceed this threshold.

It specifies thecountdown before this device transmits broadcast and multicast
frames in its cack The unit is Beacon interval.

For example, if DTIM letval is set to 1, this device transmits all cached frames ¢
one Beacon interval.

The device uses three signal LED indicators to indicateetiedvedsignal strength
in an intuitive way, and allows you to customize the thredtol triggering each
signal LED indicator to light up. The default threshold for LED1, LED2, and LEI
-90, -80, and-70 respectively.
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7.3 Accessontrol

/.3.1 Overview

The Access control function enables you to allow or disah@wireless devicet® access the
wireless networkbased on their MAC addressd@$ie device supports the following MAa@dress
filter rules:

i Disallow It indicates that only the wireless devices with the specified MAC addresses
cannot access the wireless networks of ttevice

i Allow: It indicates that only the wireless devices with the specified MAC addresses can
access the wireless networks of tHevice

/.3.2 Configue accesscontrol
Configuration procedurs:

Step 1 Start a web browser on the computer connected to the CPE 188it168.2.1 and choose
Wireless> Access Control

Step 2 Enable theAccess Contrdunction.
Step 3 Select a MAC address filter mod#sallowor Allow.
Step 4 Enterthe MAC addresseand clickAdd.

QT\P

If the wireless devices to be controlled are connected to the CPEAd@&nline devicedo add them
to the access control list quickly.

Step 5 ClickSave

Access Control
SSID Connect me
Access Control (:}
Mode @ Disallow Allow
MAC Address 121212121212 Add Add online devices
SN MAC Address Status Operation
1 12:12:12:12:12:12 [ @I T
Access Control List m Cancel
--End
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Parameters description

Name Description

It specifies the SSII this deviceWith the rule enabled, clients connected to the

SSID network with this SSID will bentrolledby the rule.

Access Control It specifiesvhether to enable the Access Control function.

It specifies the mode for filtering MAC addresses.

Allow: It indicates that only the wireless clients on the access control list can
Mode connect to theWiFi network of thedevice

. Disallow It indicates that only the wireless clients on the access control list cani
connect tothe WiFi network of thelevice

/.3.3 Example ofconfiguringaccesscontrol
Networking requirement

A wireless network whose SSIICnnect mehas been set up in@@sidential communityOnly
the community memberare allowed to connect to the wireless network.

The Access Control function tistCPEs recommendedAssume thathe usershave three
wireless devices whose MAC addresses are C8:3A:35:00:00:01, C8:3A:35:00:00:02, and
C8:3A:35:00:00:03.

Configuration procedurs

Step 1 Start a web browser on the computer connected to the CPE 188it168.2.1 and choose
Wireless> Access Contrgland anable theAccess Contrdunction.

Step 2 Set theMode to Allow.

Step 3 Enter the MAC address, whichd8:3A:35:00:00:0is thisexample and clickAdd.
Step 4 PerformS3ep 3to add the other two MAC addresses.

Step 5 ClickSave
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Access Control

SSID Connect me

Access Control ()

Maode O Disallow  @® Allow
MAC Address C8:3A:35:00:00:03 Add Add online devices
SN MAC Address Status Operation
1 C8:3A:35:00:00:01 @ enabie ]
2 C8:3A:35:00:00:02 @ enabie ]
3 C8:3A:35:00:00:03 () Enable w

| Cancel |

—-End
Verification

Only abovementioned wireless devices can connect to the WiFi network ofithece
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n Advanced

8.1 LANrate

This module enables you to change LAN speed and duplex mode settings. If the transmission
distance between the ports of thePEand peer device is too long, you can reduce the port speed
of the CPEand peer device to increase the driving distance.

When you change the settings, ensure that the LAN speed and duplex mode of tloé et
device is the same as that of peer device. By default, the LAN speed settings of the LAN port is
Auto Negotiation OS3 is used for illustration.

To access the pagehooseAdvanced> LAN Rate

LAN Rate
PoE/LAN Speed Auto Negotiation v
LANZ Speed Auto Negotiation v
LANS Speed Auto Negotiation v
LAN4 Spead Auto Negotiation v

Parameters description

Name

Auto Negotiation

100Mbps FuiDuplex

100Mbps HaHDuplex

10Mbps FulDuplex

10MbpsHalfDuplex

Description

The speed and duplex mode of the port is determined by the negotiation betweer
port and peer port.

The port is under 100 Mbps, and cisansmitand receive packets at the same time.

The port is under 100 Mbps, and can oingnsmitor receive packets at the same
time.

The port is under 10 Mbps, and caansmitand receive packets at the same time.

The port is under 10 Mbps, and can otitgnsmitor receive packets at the same time
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QT\P

If you specify the speed and duplex mode for the port manually, ensure that the speed and duplex
mode for peer port are the same with this port, isiset to auto negotiation.

The low speed mode can improve the transmission distance of the port. If you want to extend the
PoE power supply distance, you can change the speed mode to a low speed mode, such as 10
Mbps full duplex. And ensure that the speeddedor peer port is also 10 Mbps full duplex or auto
negotiation.
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8.2 Diagnose

8.2.1 Overview

You can use the diagnosis tools for troubleshooting. The eevipports the followingools:

i Site Surveyused to check nearby wireless signals.

i Ping used to check thaeetwork connectivity.

i Traceroute used to check the network routes.

i Speed Testused to check the connection speed between two devices in a same
network.

i Spectrum Analysisused to check the nearby wireless noise of each channel, then
select a frequenchkand with less wireless noise for the CPE.

8.2.2 Site Survey

Site survey gives you an insight into the information of nearby wireless sigeatsding to the
diagnosigesult, you can select a less interference channel (used by few devices) for the WiFi
network of the device to improve the transmission efficiency.

Configurationprocedure

Step 1 Start a web browser on the computer connected to WREVisit192.168.2.1and ¢toose
Advanced> Diagnose

Step 2 SelectSite Surveyn the Diagnosedrop-down list menu
---End

Thediagnosis result will be displayed in a few seconds in thedisiwv theDiagnosebox. See the
following figure:

Diagnose Site Survey v
ID SSID MAC Address Channel Security Signal Strength
1 zhangsan 00:B0:Co:60:E0:29 48 WPAZ2-PSICAES 1-'!1!.
2 psst-ceshi-ewd 50:2B:73:F0:39:D4 40 WPAZ-PSK,AES A
3 psst-ceshi-wl5e CB8:3A:35:84:2D:C9 48 Mixed WPA/WPA2-PSK... A
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8.2.3 Ping

You can use ping to detect the connectivity and quality of network connection.
Assume that you want to know whether tlikevicecan acessBing
Configuration procedurs:

Step 1 Start a web browser on the computer connected to the CPE 1@&it168.2.1and doose
Advanced> Diagnose

Step 2 SelectPingin the Diagnosedrop-down list menu

Step 3 SetlP Addresgso Manual.

Step 4 Enter the target IP address or a domain name, whicm.iging.comin this example.
Step 5 ClickStart.

Diagnose

Diagnose Ping v
IP Address Manual v
IP Addrass/Domain Name cn.bing.com
Ping Packet 4

Packet Size 32

—End
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The diagnosis result will be displayed in a few seconds ihstiteelow Start button. See the
following figure

IP Address Time TTL
204.79.197.200 14.761ms 112
204.79.197.200 14.627ms 112

cn.bing.com Timeout -
204.79.197.200 14.523ms 112

10 v Datas/Page

3 of 4 packets received, 25.00% loss25.00%

Min. 14,523 ms Average 14.64 ms Max, 14.761 ms

8.2.4 Traceroute

You can use thé&raceroute tool to detect the routes that the packets pass by from the device to
destination host.

Assume that you want to detect the routésat the packets pass by from tlieviceto
cn.bing.com

Configuration procedurs:

Step 1 Start a web browser on theomputer connected to the CPE, visit 192.168.2.1 and choose
Advanced> Diagnose

Step 2 SelecftTraceroutein the Diagnosedrop-down list menu
Step 3 Enter the targetP address or a domain name, whiclensbing.comin this example.
Step 4 ClickStart

Diagnose

Diagnose Traceroute v

IP Address/Domain Name cn.bing.com

—End

The diagnosis result will be displayed in a few seconds ihstti®elow Start button. See the
following figure
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Diagnose
Diagnose Traceroute v

IP Address/Domain Name cn.bing.com

SN IP Address Time
1 192168111 5.541 ms 2.371 ms 2.088 ms
2 172.16.200.1 2.133 ms 1.775 ms 8.384 ms
3 192.168.20.1 6.643 ms 3.543 ms 2.774 ms
- 192.168.21.254 1.885 ms 4.249 ms 2.758 ms
3 100.64.0.1 50.352 ms 3.056 ms 3.428 ms
6 202.105.159.149 4.340 ms 8.592 ms 7.126 ms

8.2.5 Speedtest

You can use th8peed Testo test the throughput between twdendaCPEor aCPEand an
outdoor CPHn the same network. The test requirtsat both sides support th&peed Test
function.

ChooseAdvanced> Diagnose and selecSpeed Testrom the Diagnosedrop-down list menuo
enter the page.
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Diagnose

Diagnose Speed Test v
AVG RX b AVG TX .LT' AVG Total
0 Mbps 0 Mbps 0 Mbps
® Client Server
IP Address of Peer AP Manual v
IP Address

HTTP Port a0
User Name
Password
Test Group 10
Direction Bidirectional v

Time 30

Parameters description
Name Description

IP Address of PedP It specifies the LANP address of pe€CPEYou carenter it manuallyor select an IP
address from the drolown list if there are devices connected to the CPE
If the IP Address of Peer AR set toManual, you need to enter the LAN #eldress
IP Address :
of peer CPE in the box manually.
It specifies theHTTP servicgort number ofpeer device, which is used &stablish
HTTP Port speed test connection based on TCPDRfault:80. You are recommended to keep
the default value.

User Name

It specifies thdogin user nameand passworaf peerdevice
Password
Test Group It specifies thenumber of test connection launched.
Direction It specifieghe test speed direction.

. RX(Receive): only test the speed thae peer device transmits data to this
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Name Description
device.
. TX(Transmi}: only test the speed that this device transmits data to peer device

. Bidirectional test both transmit and receive speed between the two CPEs

Time It specifies theduration of speed test.
AVGRX It displays the average received rate.
AVG TX It displays the average transmitted rate.
AVG Total It displays the average total rate.

Exampleof configuring thespeedtest

Assume that £PBEvorking in AP mode anah outdoor CPRorking in client mode have bridged
successfullyThen test the wireless speed between them.

Theprocedure can be performed both on the web Ul of @BENnd that of the CPE. TI@&PHs
used for illustration.

Assume that the IP address of peer CRR#&.168.2.100 and the login user name and password
of peer CPE are botdmin.

Configuration procedurs:

Step 1 Start a web browser on the computer connected to DREVisit192.168.2.1and ¢toose
Advanced> Diagnose

Step 2 SetDiagnoseto Speed Test
Step 3 SetlP Address oPeer ARo Manual.

Step 4 Enter the IP address of CPE1 to ReAddresdox, which is192.168.2.00in this
example

Step 5 Enter the login user name and password of the web Ul of CPE1 Wsdrenameand
Passwordboxes, which are botadminin this example.

Step 6 SetDirectionto Bidirectional
Step 7 ClickStart.
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Diagnose
_

* Diagnose Speed Test v
AVG RX J AVG TX J,T AVG Total
0 Mbps 0 Mbps 0 Mbps
® Client Server
* [P Address of Pear AP Manual T

* IP Address 192.168.2.100
HTTP Port 80
* User Name admin
* Password admin
Test Group 10 Range: 1 to 20
* Direction Bidirecticnal v

Time 30 s (Range: 1 to 60

—-End

Thetest result will be displayed in a few seconds in lisebelowthe Diagnosebox. See the
following figure

Diagnose
Diagnose Speed Test v
AVG RX J AVG TX J,T AVG Total
103.28 Mbps 105.17 Mbps 208.45 Mbps

8.2.6 Spectrum Analysis

You can use the Spectrum Analysis to checkntingless noise of each channel, then select a
frequency band with less wireless noise for the CPE based on the diagnose result.

Configuration procedure

Step 1 Start a web browser on the computer connected to the CPE 198it168.2.1and ¢toose
Advanced> Diagnoseo enter the page.

Step 2 SelectSpectrum Analysisrom the Diagnosedrop-down list menu
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Step 3 Select the frequency band range you want to test from the etfopn list.
Step 4 ClickStart.

Diagnose

Diagnose ‘ Spectrum Analysis v

Frequency Band ‘ 36(5180MHz) ~

‘ 48(5240MHz) v

Step 5 Confirm the message on the pap window, and clicloK

Note

All wireless connections will be terminated when the spectrum analysis is launching on the device! Please click OK to Start.

---£nd

The diagosis result will be displayed in a few secaréise the following figure.

Diagnose
Diagnose | Spectrum Analysis v
Frequency Band | 36(5180MHz) v | 48(5240MHz)
Peak Current Average
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8.3 Bandwidth control
8.3.1 Overview

TheBandwidth Controlfunction is only availabl@ WISPor Routermode.

If multiple clients access the internet through ti@PEbandwidth control is recommended, so that
high-speed file download by eientdoes not reduce the internet access speed of the other
clients

To access the page, choosdvanced>Bandwidth Control

Bandwidth Control

Remark
IP Address Range 192.168.2. ~ 192.168.2.
Mazx. Upload Rate Mbps v
Max. Download Rate Mbps v

Add

1D Remark IP Address Range Max. Upload Rate Max. Download Rate Status  Action

Confguration procedures:

Step 1 Start a web browser on the computer connected to the CPE 1@2it168.2.1and doose
Advanced>Bandwidth Control

Step 2 Setrelated parameters.
Step 3 ClickAdd.

Bandwidth Control

Remark Tom's computer
IP Address Range 192.168.2. 100 ~ 192.168.2. 100
Max. Upload Rate 2 Mbps v

Max. Download Rate 2 Mbps v

Add

——End
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The added rule displays in the bandwidth control list. The parameters on the picture below are
used for examples.

D Remark IP Address Range Max. Upload Max. Download Status  Action
Rate Rate

‘ TOMS  1921682100~192.168.2100  1Mbps 1Mbps Y @

- comp.. e e Vops Ybps Enable -

10 v Datas/Page

Parameters description
Name Description

It specifies the additional information of the bandwidth control ruléis field is
Remark required. For convenient management, Y@uoetter specify different remarks for
different rules.

It specifies the IP address IP addressange of devices that this rule applies to.

If you want to control only one device, enter the same IP address in the two box

IPAddress Range you want tocontrol multiple devices, enter an IP address range idicig start |P
address and end IP address. The end IP address should be greater than the st:
address.

Max. Upload Rate It specifies the maximum upload/download rate of the device whose IP address

Max. Download Rate within the IP Address Range.

Status It specifies the current status of the rule. You can enable or disable it as require

Action ClickIiT to delete the rule.

8.3.2 Exampleof configuring bandwidth control

Networking requirement

TheCPHs used to bridge to the ISP hotspot for internet access in a house in the countrgade
the devicas set toWISPmode.To ensure that every device can access the internet smoothly, you
want to specify a maximum uploadidwnloadfor each device.

Assune that: The maximum upload rate of each device connected to the WiFi network of the
deviceis 5 Mbps, and download rate i$0 Mbps. And the IP address range of the devices
connected to the WiFi network #92.1682.100to 192.1682.200.
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Configuration procedues

Step 1 Start a web browser on the computer connected to the CPE, visit 192.168.2.1 and choose
Advanced> Bandwidth Control

Step 2 Enter a remark, such @&@evices of Officel
Step 3 Specify an IP address rangehich arel00and200in this example

Step 4 Specify theamaximumupload rate and download ratespectively, which arand10in
this example.

Step 5 ClickAdd.

Bandwidth Control

Remark Devices of Officel
IP Address Range 192.168.2. 100 ~ 192.168.2. 200
Max. Upload Rate 5 Mbps v

Max. Download Rate 10 Mbps *

—-End

If the rule is added successfully, it is displayed in the list belovAtiidbutton. See the following
figure:

Max. Upload Max. Download

1D Remark IP Address Range Rate Rate Status  Action
Devices _ £
1 192.168.2.100~192.168.2.200 SMbps 10Mbps W
of... Enable

10 + Datas/Page

Verification

For adevice whose IP address is within the range of 19221680 to 192.16&.200, its maximum
uploadrate is5 Mbpsand its maximum download rate 19 Mbps.
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8.4 Portforwarding

This function is available only when tdeviceworksin WISPor Routermode.

8.4.1 Ovewiew

If computers are connected to tHeéPHo form a LAN and access the internet through @k
internet users cannot access the hosts on the LAN. Therefore, the servers, such as web servers,
email servers, and FTP servers, on the LAN are inaccesdiftiert@t uses.

To enable internet users to access a LAN server, enabjgothéorwardingfunction of theCPE
and map one service potd the IP address of the LAN server. This enableS€®igo forward the
requests arriving at the port from the inteet to the LAN serveandavoid the attacks from the
WAN.

ChooseAdvanced> Port Forwardingo enter the page

Internal IP Address
Internal Port 23
External Port 23
Protocol TCP&UDP v

Application Telnet v

D Internal IP Address Internal Port External Port  Protocol  Application  Status  Action

8.4.2 Configue port forwarding

Step 1 Start a web browser on the computer connected to the CPE, visit 192.168.2.1 and choose
Advanced> Port Forwarding

Step 2 Enter an IP address in LAN.

Step 3 Select arApplication, and the internal and external ports will be automatically
populated.

Step 4 Select a protocadf the selected applications
Step 5 ClickAdd.
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Internal IP Address 192.166.2.100
Internal Port 80
External Port 80
Protocol TCP&UDP v

Application HTTP v

—End

OT\P

If internet users still cannot visit sengn LAN after the configuration, try the following solutions:

Ensure that the WAN IP address of the device is a public IP address, and the internal port you
entered is correct.

Security software, antivirusoftware, and the builtin OS firewall of the comyter that establishesa
servermay cause port forwarding function faiks. Disable them and try again.

The added rule displays in the port forwarding list. The parameters on the picture below are used
for examples.

D Internal IP Address  Internal Port  External Port Protocol Application Status  Action

1 192.168.2.100 9899 9999 TCP&UDP HTTP #|Enable )

10 = Datas/Page

After the port forwarding rule takesfiect, to access the LAN server:

EnterProtocol name// WAN port IP addres&xternal portin the address bar of a web browser on
a computer over the internet

Parameters description
Name Description
Internal IP Address It specifies thdP address of the hoghat establishesa server in LAN.

It specifies thesewice port of the server in LAN.

Internal Port After you select application, this option will be auto populated. You can also
customize it.
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Name Description

It specifies theports which areenabled for WAN usets visit thecorresponding

servers in LAN
External Port
After you select adpplication, this option will be auto populated. You can also

customize it.

It specifies theprotocol type of the selected applicatiorSelect TP&UDP when yot

Protocol
are not sure.

It specifies theapplication services established in LANe device provides some
Application common services. After you select an application, the internal and external port
be populated.

Action Click ™ to delete the rule.

8.4.3 Example oftonfiguring port forwarding

Networking requirement

The device is used to bridge to the ISP hotspot for internet access in a house in the countryside,
and the device is set to WISP mode.

Requirement Family membersvho arenot at homecan visit the resources dhe web server in
LANover the internet

You are recommended to use port forwardifugctionto solve the problem.

Assune that
i IP Address of the web server: 192.16800

i Serviceport (internal port) of the welserver in LANSO
i External porthat this device enables for internet device&9
i WAN IP Address of theevice 202.105.11.22
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Network topology

)

))) ((( | CPEWISP mode

Switch

ISP Hotspot | %Tlﬂ ]

g g
Computer1 Computer2 Web Server

Configuration procedurs

Prerequisite: manually set staticlP address and related parameters for the web server to avoid
the service disconnection caused by the dynamic IP address.

Step 1 Start a web browser on the computer connected to the CPE, visit 192.168.2.1 and choose
Advanced> Port Forwarding

Step 2 Enter the IP address of the web server in thiernal IP Addres®ox, which is
192.1682.100in this example

Step 3 SelectHTTHrom the drop-down list of Application, andthe Internal Portand External
Port boxeswill be automatically populated

Step 4 SelectTCP&UDRom the dropdown list ofProtocol
Step 5 ClickAdd.

Port Forwarding
Internal IP Address 192.1658.2.100

Internal Port 80

External Port 80

Protocol TCP&UDP v
Application HTTP v
Add

—-End
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If the rule is added successfully, it is displayed in the list belovAtiidbutton. See the following
figure:

D Internal IP Address  Internal Port External Port Protocol Application Status  Action

=)

1 192.168.2.100 80 80 TCP&UDP HTTP #|Enable

10 = | Datas/Page

Verification

EnterProtocol name// WAN port IP addresg&xternal portin the address bar of a web browser on
a computer over the internet to access the resouroagheweb server. In this example, enter
http://202.105.11.22:80.

QT\P

If internet users still cannot visit the web server in LAN after the configuration, triptiosving
solutions:

Ensure that the WAN IP address of tteviceis a public IP address, and the internal port you
entered is correct.

Security software, antivirusoftware, and the buikin OS firewall of the computer may cause port
forwarding function &ilures. Disable them and try again.

Manually set an IP address and related parameters for the web server to avoid the service
disconnection caused by the dynamic IP address.
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8.5 MACfilter

This function is available only when tdeviceworksin WISPor Rouer mode.

8.5.1 Overview

The MAC Filter function enables you to allow or disallowdénéces, such as computers, laptops,
tablets, and smart phones, to access the internet viadbeicebased on their MAC addresses.

ChooseAdvanced> MACFilter to enter the page.

The function is disabled by default.
MAC Filter

Mode Disable A

8.5.2 Configue MACfilter

Step 1 Start a web browser on the computer connected to the CPE 188it168.2.1and ¢toose
Advanced>MAC Filter

Step 2 Select a MAC filter mod®isallowor Allow.

Step 3 Optional. Enter &enark for the rule, such as somebo&ydevice.
Step 4 Enter theMAC Addres®f the client to which this rule applies.
Step 5 Specify a period at which the rule takes effect.

Step 6 Tick the dates on which the rule takes effect.

Step 7 ClickAdd.
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MAC Filter

Mode Allow v
Remark
MAC Address
Time (00 +:00 v ~00 i 0O

Date Mon. Tue. Wed. Thur.

Fri. Sat. Sun. Every Day

D Remark MAC Address Time Mode Status Action

—End

The added rule displays in thAC filter list. The parameters on the picture below are used for
examples.

1D Remark MAC Address Time Mode Status Action
Tom's - Mon. . Tue.. Wed. . Thur. _ Fri. A ] -
comp..,  CCPAGLTLIEGE 08:30-18:00 Allow o e

10 v Datas/Page

Parameters description
Name Description

It specifies the mode of MAC filteule.
. Disable Disable the MAC Filter function.

. Allow: Allow the devices with the MAC addresseshe list to access the internet
Mode via this device, and disallow the other devices to access the internet via this de

. Disallow. Disallow the devices with the MAC addresses in the list to access the
internet via this device, and allow the other dewsde access the internet via this

device.
Remark It specifies the additional information of the rule.
MAC Address It specifies the MAC address of the device to which the rule applies.
Time It specifies the period at which the rule takes effect.
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Name Description

Date It specifies the dates on which the rule takes effect.
Status It specifies the status of the rule.
Action Click ™/ to delete the rule.

8.5.3 Exampe of configuring MACKilter

Network topology

The device is used to bridge to the ISP hotspot for internet acceskanse in the countryside,
and the device is set to WISP mode.

Requirements Only allow theparent<Xlevicesto access the internet during.00 to 17:00,
Monday to Friday

You are recommended to use the MAC Filter function to solve the problem.

Assune that: The MAC addressof the parent<dlevicesare CC:3A:61:71:1B:6&hd
CC:3A6131FE3E

Configuration procedurs

Step 1 Log in to the web Ul of théevicewhich is working iWISPmode, and iooseAdvanced>
MAC Filter

Step 2 Select a mode, which Alow in this example.

Step 3 Enter a remark in th®emarkbox, which iDad's smartphonen this example.
Step 4 Enter the MAC address of the device, whicB&3A:61:71:1B:6R this example.
Step 5 Specify a period, which $00to 17:00in this example.

Step 6 Tick the dates, whiclare Monday to Fridayin this example.

Step 7 ClickAdd.

Step 8 PerformStep2to Step7to addthe rule withthe other MAC address.
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MAC Filter

Mode Allow v
Remark Dad's smartphone
MAC Address CC:3A61:71:1B:6E
Time (09 w700 v+ ~17 ~+( 00 ~

Date ¥ Mon. ¥ Tue. ¥ Wed. #| Thur.

| Fri. Sat. Sun. Every Day

—End

If the rule is added successfully, it is displayed in the list belovAtiidbutton. See the following
figure:

1D Remark MAC Address Time Mode Status Action
1 Dad's CC3A6LT11B6E Mon. . Tue. . Wed. . Thur. . Fri. 09:00- Allow - &
sSMmar... 17:00 Enable
Mum's CC3AG1TS1FIE Mon. . Tue. . Wed. . Thur. . Fri. 09:00- Allow r =
lapt... 17:.00 Enable

10  » Datas/Page

Verification
Onlythe devices with the MAC addressof CC:3A:61:71:1B:6iHd CC:3A:61:75:1F:3fan access

the internet at 9:00 to 17:00 from Monday ta@iday. All of other devices cannot access the
internet during ths period.
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8.6 Network service
8.6.1 DDNS

TheDDNSunction is anly availablan WISPor Routermode.

DDNS, dynamic domain name seregrables the dynamic DNS client on the device to deliver the
current WAN IP address to the DNS server. Then the server maps the WAN IP adaldzss&in
name for dynamic domain nanresolution

This function often works with the port forwarding, DMZ host, and remote web management
functions. Then users can visit an address with a domain name instead of a dynamic WAN IP
address, which makes the visit easier.

To accesthe page, chooséddvanced> Network Service

DDNS

Service Provider 3322 omg ¥ | Register
User Name
Password

Domain Name

Configuration procedurs:

Step 1 Start a web browser on the computer connected to the CPE 1@8it168.2.1and doose
Advanced> Network Service

Step 2 Enable theDDNSunction.
Step 3 Select a dynamic DNS provider from threp-down list.

Step 4 Enter the user name, password, and domain name registered with DDNS service
providet

Step 5 ClickSaveon the bottom of this page.
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DDNS

Service Provider Dyndns ¥ | Register
Uszer Name admin
Password | eeees
Domain Name tenda.dyndns.com
----End
Parameters description
Name Description
DDNS It Specifies whether to enable the DDNS function.

It specifies Dynamic Domain Name Service providerd&kigesupports Dyndns,

Service Provider No-ip.com, and 3322.org.

User Name It specifies the user name used to log in to the dynamic DNS service, as well as t

login user name and password you registered on the vieligithe service provider.
Password

It specifies the domain name information obtained from the dynamic DNS server.

Domain Name need to enter the domain name which you registered on the websi@ually

Exampleof configuring DDNS

Networking requirement

The device is used to bridge to the ISP hotspot for internet access in a house in the countryside,
and the device is set to WISP modée WAN IP address of tdeviceis dynamic.

Requirement:The administrator obusinessan visit the resoues on web server in LAN.
You are recommended to use the DDNS and port forwarfdincfions to solve the problem.

Assune that
The information of the wb servelin LAN ishownas follows:

i IP Address192.1682.100
i ServicePort of the Web Server80
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The egistered domain name information is shown as follows:
i Service ProviderDyndns
i UserName: tenda
i Passwordtenda

i Domain Nametenda.dyndns.com

Network topology

)

))) ((( | CcPEwiShode

Switch

ISP Hotspot | il |

o O D
ComputerlComputer2 Web Seryer

Configuration procedure
Step 1 Set up the DDNS function.

1. Start a web browser on the computer connected to the CPE, visit 192.168.2.1 and choose
Advanced> Network Service

2. Enable theDDNSunction.
3. Select a service provider, whiclDgndnsin this example.

4. Enter the user name and passwoydu registered with DDNS service providehich are
tendaandtendain this example.

5. Enter the domain name you registered, whicleisda.dyndns.com

6. ClickSaveon the bottom of this page.
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DDNS (}

Service Provider DOyndns ¥ | Reqgister
User Mame tenda
Password | eeee

Domain Mame tenda dyndns. com

Step 2 Set up the port forwarding funain.

Prerequisite manually set static an IP address and related parameters for the web server to avoid
the service disconnection caused by the dynamic IP address.

1. Start a web browser on the computer connected to the CPE, visit 192.168.2.1 and choose
Advarced> Port Forwarding

2. Enter the IP address of the web server, whict9i2.1682.100in this example

3. Select an application, whichhsT THn this exampleandthe Internal Port and External Port
will be populated automatically

4. Select the protocol of the servicECP&UDs recommendedf you are not sure.

5. ClickAdd.
Port Forwarding

Internal IP Address 192.168.2.100
Internal Port a0

External Port a0

Protocol TCP&UDP v
Application HTTP v
Add

158



If the rule is added successfully, it is displayed in the list belovAtiidbutton. See the following
figure:

ID Internal IP Address  Internal Port  External Port Protocol Application Status  Action

1 192.168.3.100 80 80 TCP&UDP HTTP #|Enable |

10 v Datas/Page

Verification

EnterProtocol name://WANport domain nameExternal portin the address bar of a web
browser on a computer over the internet to access the resources on the web server. In this
example, entehttp:// tenda.dyndns.com:80

QT\P

If internet users still cannot visit the web server in La&tdr the configuration, try the following
solutions:

Ensure that the WAN IP address of the device is a public IP address, and the internal port you
entered is correct.

Security software, antivirus software, and the biitOS firewall of the computer maause port
forwarding function failure. Disable them and try again.

Manually set an IP address and related parameters for the web server to avoid the service
disconnection caused by the dynamic IP address.
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8.6.2 Remoteweb management

TheRemoteWeb Managemert function is only available WISPor Routermode.
Generally, only the clients connected to tG®Ecan access its web Ul.
The remote web management function enables you to access the web Ul 6P#Es: WAN if it is

required.

Configuration procedurs:

Step 1 Start a web browser on the computer connected to the CPE 1@8it168.2.1and doose
Advanced> Network Service

Step 2 Set theRemote Web Managemertb

Step 3 SelectManual from the IP Addresglrop-down list, enter the IP address of a device which
is allowed to acess the web Ul of theeviceremotely, or selecAll to allow any device on
WAN to access.

Step 4 Optional. Enter a port number.

Step 5 ClickSaveon the bottom ofthis page.

—End

Remote Web Management

[P Address All v

Port 2080

Parameters description

Name

Remote Web
Management

IP Address

Port

Description

It specifies whetheto enable the remote web management function.

It specifies the IP address of a device which is allowed to access the web Ul of
device

All: It indicates that any computer in WAN can manage this device remdiety.
security, this option isot recommended

Manual: It indicates that aly the device with specified IP addressy manage this
device remotelyIf this device belongs to a LAN, the gateway address (a public |
address) of the device should be entered.

It specifieghe port number used for remote management of device. Defa8080
You can change it if necessary.

Ports1 to 1024 have been used by wktlown services. To avoid port conficyou
can set the port number to one between 1025 and 655Bf&n youcanaccesshe
device from WANby visitingan address in the form dfttp://WAN IP address:port
number. If the DDNS function is enabled the device, you can access the device
visiting an address in the form bftp:// Domain name ofWAN port:port number.
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Exampleof configuringremote web management

The device is used to bridge to the ISP hotspot for internet access in a house in the countryside,
and the device is set to WISP mode.

Networking requirement

Thehostneeds totroubleshootthe network when he is on busess. So he needs to access the
deviceQ web Ul on WAN.

You are recommendetd use the remote web management function to solve the problem.

Assune that

i The WAN IP address of theviceis202.105.106.55

i The IP address of the computehich is allowed to access the device on WAN is
202.105.88.77

i Port number i8080

Configuration procedure

Step 1 Start a web browser on the computer connected to the CPE 188it168.2.1and ¢toose
Advanced> Network Service

Step 2 Enable theRemote Web Managemerfunction.
Step 3 SetlP Addresgo Manual.

Step 4 Enter the IP address of the computer which is allowed to accessetieeon WAN,
which is202.10588.77 in this example.

Step 5 Enter the port number, which B080in this example.
Step 6 ClickSavein the bottom of this page.

Remote Web Management
I[P Address Manual v

Enter an IP address 202.105.88.77
Port 8080
--End

Verification

Thehostcan use his computer to log in to the web Ul of the device by access
http://202.105.106.55:8080
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8.6.3 Rebootschedule

Overview

This function enables thaeviceto automatically reboot as scheduled. You can use this function to
prevent wirelessperformance degradation or network instabilipie tolong-time running.

Configuration procedurs

Step 1 Start a web browser on the computer connected to the CPE 188it168.2.1and dtoose
Advanced> Network Service

Step 2 Enable theReboot Scheduléunction.

Step 3 Specify a time at which the device reboots.
Step 4 Specify the dates on which the device reboots.
Step 5 ClickSaveon the bottom of this page.

Reboot Schedule D
Time 03:00

Date |« Mon. # Tue, + Wed. #| Thur

| Fri. #| Sat. #| Sun. #| Every Day

—-End

8.6.4 Logintimeout interval

If you log in to the web Ul of theéeviceand perform no operation within the logitimeout
interval, thedevicelogs you out for network security. The default login timeout interval is 5
minutes.

ChooseAdvanced> Network Servicdo enter the page.

Lagin Timeout Interval 5
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8.6.5 SNMPagent
Overview

The Simple Network Management Protocol (SNMP) is the most widety network management
protocol in TCP/IP networks. SNMP enables you to remotely manage all your network devices
compliant with this protocol, such as monitoring the network status, changing network device
settings, and receive network event alarms.

SNMPallows automatic management of devices from various vendors regardless of physical
differences among the devices.

SNMP Management Framework

The SNMP management framework consists of SNMP manager, SNMP agent, and Management
Information Base (MIB).

i SNMP maager: It is a system that controls and monitors network nodes using the SNMP
protocol. The SNMP manager most widely used in network environments is Network
Management System (NM3n NMS can be a dedicated network management server, or
an application thatmplements management functions in a network device.

i SNMP agent: It is a software module in a managed device. The module is used to manage
data about the device and report the management data to an SNMP manager.

i MIB: Itis a collection of managed objedtsdefines a series of attributes of managed
objects, including names, access permissions, and data types of objects. Each SNMP agent
has its MIB. An SNMP manager can read and/or write objects in the MIB based on the
permissions assigned to the SNMP masrag

An SNMP manager manages SNMP agents in an SNMP network. The SNMP manager exchanges
management information with the SNMP agents using the SNMP protocol.

Basic SNMP Operations
Thedeviceallows the following basic SNMP operations:

i Get: An SNMP managerni@ms this operation to query the SNMP agent of thevicefor
values of one or more objects.

i Set: An SNMP manager performs this operation to set values of one or more objects in the
MIB of the SNMP agent of tluevice
SNMP Protocol Version

Thedeviceis compatible with SNMP V1 and SNMP V2C and adopts the community authentication
mechanism. Community nhame is used to define the relationship between an SNMP agent and an
SNMP manager. If the community name contained in an SNMP packet is rejected by atdevice
packet is discarded. A community name functions as a password to control SNMP agent access
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attempts of SNMP managers.

SNMP V2C is compatible with SNMP V1 and provides more functions than SNMP V1. Compared
with SNMP V1, SNMP V2C supports more operat{GetBulk and InformRequest) and data types
(such as Counter64), and provides more error codes for better distinguishing errors.

MIB Introduction

An MIB adopts a tree structure. The nodes of the tree indicate managed objects. A path consisting
of digitsand starting from the root can be used to uniquely identify a node. This path is calling an
object identifier (OID).The following figure shows the structure of an MIB. In the figure, the OID of
Ais 1.3.6.1.2.1.1, whereas the OID of B is 1.3.6.1.2.1.2.

Gonfigure the SNMPagentfunction

Step 1 Start a web browser on the computer connected to the CPE 1d8it168.2.1and doose
Advanced> Network Service

Step 2 Enable theSNMPAgentfunction.
Step 3 Set the related SNMP parameters.
Step 4 ClickSaveon the bottom of this page.
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